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PRFFACE

This report was prepared by CK Consultants tinder Contract No. NAS2-12448 with the
Federal Aviation Administration. Helpful guidance and technical contrITutions
were received by the author from Mr. Chris Kendall, CK Consultants, and from Mr.
TWilliam F. Larsen, Technical Representative, of the FAA Vield Technical Office,
,offett Field, Californiai. The contract defined a number o r tasks relating to
the design of digital systems to operate properly in a high Pnergv field

environment. However, the information In this report doo- crt repre'ent the last

word in FMC design.

A report of this type naturally draws upon very many soiirces -- an mn., that It

is not possible to individually list them all here. Fevera] however, werre of

particular aid in this work:

Some of the figures are reprinted bv permission of John Wiley F, Sons, Tnc. from
oise Redtuction Techniques in FlectronIc Systems by Henrv V. Ott, Copvripht 1076
by Bell Telephone Laboratories, Incorporated.

Tnforiation was extracted from a large number of papers originally published In

tbe Symposium Record of the _ _F International Svm_SI__ (In Elctro__ anetic
nCompatibility from 1(74 to 1986.

The MECL System Design Handbook, published by Motorola Semiconductor Products,

Inc.. was also a highly useful source.
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EXECUTIVE S U"M/ARY

Until recently, avionic equipment was primarily analog, possessing limited

bandwidths and utilizing time averaging indicators. Such equipment was not
responsive to transient disturbances unless they exceeded the analog device
damage level. Now digital electronics are becoming common-place and their use,
even in normally analog systems, will prevail in the near future. However,

unlike their analog predecessors, they are very susceptible to transient effects,
as well as to discrete-frequency radiation. Digital device performance can he
adversely affected before the device lamage transient level Is reached. The
operation of many digital devices is at least 10 times more susceptible to
transients than that of their analog counterparts.

Other factors are also involved. Modern aircraft are Increasingly using fly-by-
wire control systems in which direct mechanical or hydraulic linkages are being
replaced by solid state digital systems controlling electrical actuators. There
is an increasing use of composite materials on the aircraft, which, while
offering strength and weight advantages, give less shielding compared to
aluminum.

Because of the significant differences in transient susceptibility, the use of
0 digital electronics in flight critical systems, and the reduced shielding effects

of composite materials, there is a definite need to define design practices which
will minimize electromagnetic susceptibility, to investigate the operational
environment, and to develop appropriate testing methods for flight critical
systems.

A major part of this report describes design practices which will lead to reduced
electromagnetic susceptibility of avionics systems in high energy fields.
Another part describes the levels of emission that can be anticipated from
generic digital devices. It is assumed that as data processing equipment becomes
an ever larger part of the avionics package, the construction methods of the data
processing industrv will incre"'ingly carry over into aircraft. These portions
of the report should, therefore, be of particular interest to avionics engineers

and de.igners.

The airworthiness specialist should also rind this report of use. The detailed
techni cl information developed in the report is summarized in the sections
titled PIlIS Fn? DIGITAL SYSTEM DESIGN and EMC GUIDELINES CHECK LIST. These
.ctions will help the airworthiness specialist to perform systems review

-ithout subjecting himself unnecessarily to the level of detail contained in the

i,r,Iv of tle text.

.he report includes an extensive bibliography on electromagnetic compatibility

:Ile
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INTRODUCTION

PURPOSE

This report is useful to the engineer, designer and the airworthiness specialist,
since important contributions to safely designed systems can be made by each. To
this end, the first part of this section is devoted o engineering information:
descriptive material, equations, formulas, tables and graphs. The second part
presents an analysis of the radiatec' emissions to be ejected from digital
devices. A third part is in the form of a cookbook: a compendium of rules for
digital circuit design which have been found to be effective in producing
electromagnetic compatibility, and an EMC design checklist.

The engineer and designer will find the detailed information in the first part of
most interest and use. The airworthiness specialist may find the rules and
checklist sections and the appendix of more interest.

The report is intended to be a direct source of information and is also intended
to point the way to further resources. No set of guidelines can adequately
substitute for a good EMC background.

Electromagnetic Compatibility (EMC) is the ability of electrical equipment and
systems to function in a given electromagnetic environment without mutual1: interference. Although nearly every electrical and electronic device is capable
of generating or being affected by interference, the proliferation of digital
control systems in aircraft and the use of ever-faster digital logic requires
greatly increased attention to EMC problems. Concurrently with the introduction
of digital control in flight critical systems, composite materials such as kevlar
and graphite-epoxy are increasingly being used in airfames, offering significant

.% weight and strength advantages, but providing little or no electromagnetic
shielding in comparison with aluminum. It should be noted that embedded metallic
meshes and foils adhered to the surfaces can greatly alter the shielding
properties of composite materials.

- "an,: of the design practices described here have to do with minimizing circuit
board emissions. Not only do these practices enable a system to function without
interfering with its own operation, but the very practices which reduce system
emissions also work to minimize susceptibility. Control of loop areas, grounding
design, by-passing, filtering, and attention to the precise methods of connecting
cable shields are all extremely important in both the emission and susceptibility
problems.

There is a very high degree of reciprocity between emission or radiation from a
circuit, and the susceptibility of that circuiit to ex:terna] fields. Throughout
this report "susceptihilitv" can be substituted for "emission" and "radiation",
.(' the meaning will reTin substantially the some.

in an aircraft, so-ie of the most severe threats are from its own on-board
communications and radar systems, and frnm radiation from systems which were
never intended to radiate. Although these systems are of significantly lower
power than the ground-based high c iergy threat.s, their proximity to flight
critical systers means that close attention must h~e directed to the purity of

I



erissicos of intentionail radiators,, and to the minimization of radiation fror.

S's (otl cy sources.

Tr. the next few years there will be a major chiange In the wnv. avionics ecquirpent
is packaged -- at least that p ar t of i t wh.ich pet frmrs (Tat a processing.
Traditionally, line replaceable units have heen built in tie st~le that %,.as
developed decades ago for audio and rf uinits. As date processing becomes a p;- It
of avionics, we can expect to see the construction tech-niques of tite eatr
processing industry carry over into aircraft. In) otlier words, we will hlave c z-,
cages containing PC cards which plug into TTo thIIer b a rd(s . C onnPc t o s -an d
filtering apparatus will. he mounted on hack planes, and the entire cnrcd crge will
he rotrnted within a shielded and ventilated enclosure. 1.,ith this in r-Ind, a. l'-ie
p art of this report is devoted to the layout of PC cards so' as to m'In11Iwi7e F-C

problems. In the section on Generic Digital Devlces. Padja ted' Emissions, Tyost 0

the analysis was performed with the card cage style of construction in nrind.

I t is f ortulItcous that the measures taken to protect ore rs tec- fi (r, I t
neJiihhcrs, and, to protect the aircraft frc-m the cx terna-l threaits W-tcacs

ra-dar, lightning, and the nuclear electromagnetic pulse, al1l worn together to
bring- about des Ign s wHich can be strong', resistaint to e Ic trmagr e t c
interfe-rence. tAn integrated design approach will conisider nil I oif te trat

1) 1i 1,1 eTrs- cain be b road] 1V d ividIed. i t o tb z ca te pori f- o' C! l e sin q sZT(
311( pt n1 iitv. Each of these categori eF in turni c orti n Zad i t ir1

Kni~sionrf-fers-F to the ability of an electric al cr electronic cie'. ( c act a
e cn'-r t o'r (nd rz-diator of radio frequency energy, i n thbe mnr I rIaeio

ras~i trE~c-rt that the radliat ion is uninterticnal. Susceptl ii Ity refer'. t'-
tcalil lt", of' a device to act as, a. receiver oif raedic frequeT;o" P T, r', aaifl1

I T t E t i 1ra lV. PaId I a t io n refer5- r o tie P t nans- Is ss i on of raTo fIcen eer~

tli-(.i I- space in tie form, cf" pl.ane waves, qlEso 1know-n 4f; F-H, or transverse(
6s1c' ctlr omgnet ic (':Y) t, Ives . Palat ion as a plaio av is neas."ured at ilstares

C It ETr t an T. ie-silytli of a wavelIenrgthb from the c r a Cii1t ci d e 1.ic e, In1 wh-at I F
ar frre to~s he fr feld Atcloser distances aI pponoernnce o leti

Fic( or of~ ringrrec file -n, eist , c'eperdlrg upon the exact- natu-re of the
~-pr tjIs de-ice and the influence of nearlby oljectfo. Conduction refers to the

0 t ;risisF.lon oif radio frequenck- energy Plong or through me(-tal lic elpeets such- a-s
olvcr or TMO (input/,output) cables, or even on thec surface of a cabinet or

5-. hasss. nce energy escapes from an enclosure -long a cable, it can, turn into

- r 'hated energy. ConverFsely, a radiat ion fielde can induce current or voltage In a

-5- searb. co-nductor, and turn Into conducted energy. Thus, th iticin ewe
.P condtrcticn nd radiation IF not always straight-forward.

V.I general, emission prol Iemts are easier to dea l w!ith than susceptibilIity

proble:ms. Tn the case of emfssion, the sources and their characteristics, such as
rise tir:e and frequency, are uinder some degree of control by the designer,
whereas, In the case of susceptit-ility, the number of interfering sources and

1.their characteristics, are outside 115s control. But, a,; mentioned, many of the
measures taken to reduce emission also operate to reduce usetblybecause
of the high degree of reciprocity between the "transmit" and "rece ive"

2
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situations. For example, shielding which reduces emissions is equally effective
.. in reducing the strength of incoming interference.

Circuit layout and configuration should provide separation and isolation of
susceptible circuits from EMI sources, and confinement of EMI sources to
nonsusceptible areas. Tow level stages of high susceptibility, such as analog
video amplifiers, may have to be enclosed in shields and kept separate from all
other circuits, and all leads penetrating the rhield must be appropriately
filtered. Similar isolation measures should be applied to sources of EMIT. For
example, power supply or logic circtiltry should be shielded and filtered to
prevent the FI it generates from reaching other circuits. Orientation and
placement of transformers should be planned to minimize mutual mgo etic

coupling. Wiring runs should be planned so that susceptible wires are not brought
close to EMI-generating circuits, or so that EMI-bearing wires are not brought
close to susceptible wires or circuits. Typical EMI sources on PC boards are:
digital logic, lamp drivers, relays and relay drivers, deflection amplifiers,

crystal oscillators, pulse width modulators, DC/DC switching converters, plasma
display drivers, and capacitive discharge circuits. Typical susceptor circuits
are: video amplifiers, low level analog circuits, sense circuits, and synchro
circuits.

It is most effective to attack EMC at the sources of radiation and conduction,
rather than attempt to protect the many potential recipients of this
interference. Attention given to reducing emission and conduction at the board
level can also ease EMC problems within the system itself. EMC problems should be
confronted early in the design phase of a new board or system. The production
cost of a well laid-out board is little more than that of a poor layout, but the

4poor design is likely to require expensive modifications later in the form of

add-on shielding, bypassing and filtering, or extensive re-deslgn. Designs become
increasingly difficult to modify as they maf're and the pressure to meet
schedules becomes more severe late in a project.

Radiation produced b, most electrical devices is nonionizing radiation,
completely different in nature from the ionizing radiation produced by x-rays and
nuclear reactions. Tn most cases the radiation which causes electromagnetic

interference Is completely harmless to humans.

Many techniqteq are used in attacking EMC problems. Among these are shielding,
filtering, decoupling or bypassing, grounding, coupling reduction, loop are,
control, qnd impedance control. Fach of these concepts will be treated in detail.

=.
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DISCUSSION

DIGITAL SYSTEMS SUSCEPTIBILITY

SHIELDING. Electromagnetic shielding is a complex subject, and for a readable
treatment in some depth, the reader is referred to Noise Reduction Techniques in
Electronic Systems by Henry W. Ott. (Reference #120 in the bibliography).

In any shielding situation, three loss mechanisms are at work:

(a) absorption
(b) reflection
(c) multiple reflection.

The effectiveness of each mechanism is dependent on the type of field (electric
or magnetic) and upon the frequency. The distance between the shielding and the
source of radiation is also important.

Some general comments on these mechanisms and their interactions follow:

For low frequency magnetic fields, absorption is the predominant
factor, and reflection loss can be assumed to be zero. Accordingly,
glossy, thick magnetic material such as steel or mu-metal are used.

The reflection loss for magnetic fields increases with frequency up
to a distance of one-sixth of a wavelength. At larger distances, the

* reflection loss decreases again.

For high frequencies and at distances greater that one-sixth of a
wavelength, good conductors such as copper and aluminum are used
for shielding, and the predominant loss mechanism is absorption.

In the case of a magnetic field extending from low to high
frequencies, it may be necessary to employ two shields: a magnetic
material to take care of the low frequency radiation, and a good
conductor for the high frequency emissions.

In the near field (less than lambda/6), the electric field has high
reflection loss, while the magnetic field has low reflection loss.
For any given frequency, the loss mechanisms become equally effective
for the electric and magnetic fields at distances greater than

41 lambda/6.

The above comments illustrate the necessity of keeping in mind the type of field
involved, the frequencies of radiation, the wavelength, and the dimensional

*. constraints, in any given shielding problem.

Apertures and seams - any kind of break in shielding integrity - can have a
* significant effect upon radiation. Ideally, any radiating component or equipment

should be completely surrounded by shielding material. In the real world, this is
*. impossible. Large apertures occur where CRT's are used for video display. Knobs,

shafts and push buttons inevitably breach the shield. A one-inch hole will permit
4 leakage radiation of -40dB at 60 M-1z. Where screws are used to hold sections of
-shielding together, slot radiators may be found between adjacent screws, unless

additional means are taken to assure electrical continuity between the screws.

- 4



Any breach in the shielding of cables such as the use of "pigtail" terminations

of a shield can cause serious degradation of the shielding effectiveness. For
example, a I- to 2-inch piy tail on a coaxial line can reduce the shielding
effectiveness from 70dB to :,)dB.

Laboratory measurer;ents Lave shown large differences in the shielding of nearly
identical coaxial cables, dependent ipon the ;Ize of the carrier wires comprising
the braid.

Protective surface coatings are often applied to aluminum surfaces. Anodizing
coating are not permissible in shielding materials because they are insulating
coatings which do not allow good electrical contact between surfaces. Alodine
and several other similar coatings are permissible because they are conductive.

resistivIties of various surface finishes are given in Figure 1. Although the
resistivities shown are on the order of thirty times that of aluminum, it is
difficult to get good contact between aluminum surfaces because of the nearly
instantaneous formation of aluminum oxide, which is non-conductive. In practice,
better surface contact is obtained between treated surfaces, and the surfaces are
also rendered chemically passive.

Treatment Re sistance/cm 2

(microhms)

.1 Alodine 400 79.81

Alodine 600 79.45
Alodine 1000 80.03
Turco 4178 78.77
Turco 4354 78.81
"ridite 14-2 77.43
ronderite 710 78.17
lOakite Chroncoat 77.33

FIGURE 1. CONDUCTIVE SlRFACE FINISH PROPERTIES

Bonding is used to connect subassemblies together, or to connect a piece of
equipment to the ground reference. Bonding straps should have a length not
greater that five times the width. The minimum thickness should be 0.5 run (0.020

In.). The material should be copper, brass, or aluminum straps, not braid. The
connections at each end should be clean metal-to-metal contact.

The following summar, of shielding properties is taken from Ott's book mentioned
earlier:

Reflection loss is very large for electric fields
and plane waves.
Reflection loss is normally small for low frequency
magnetic fieldF.
A shiele one skin depth thick provides approximately
9 dB of ahsnrptior los5.

t5
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" Magnetic fields are harder to shield against than
electric flelds.
Use a magnetic material to shield against low frequency

' magnetic fields.
* Use a good conductor to shield against electric

fields, plane waves, and high-frequency magnetic fields.
. Actual shielding effectiveness obtained In practice

is usually determined by the leakage at seams and joints, not by the
shielding effectiveness of the material itself.

. The maximum dimension (not area) of a hole or discontinuity

determines the amount of leakage.
• A large number of small holes results in less leakage

than a larger hole of the same total area.

GROUNDING. Grounding, like shielding, turns out to be more complex than it might
at first seem. Once again, Noise Reduction Techniques in Electronic System by
Henry W. Ott is a useful and readable reference.

To suggest the importance and the complexity of the grounding problem, consider

that all of the following terms are used:

Digital Ground Quiet Ground

Analog Ground Earth Ground

* Safety Ground Hardware Ground
Signal Ground Single Point Ground
Noisy Ground Multipoint Ground

Shield Ground

There are probably more, but this list should suffice to make the point.

Just as with any other portion of a circuit or system, the ground arrangement
must be designed, not left to chance. Fortunately, at the board and system level,

designing a good grounding system is very cost effective. Other than the one-time
engineering cost, very little is added in time or material.

Often a ground system is thought of as an equipotential reference plane which
serves as a reference potential. An equipotential plane (or point) is where the

voltage does not change regardless of the amount of current supplied to it or
drawn from it. In practice, such a plane does not exist. The "equlpotential"
reference plane often has finite impedances between various ground connection

points. When a current flows between these points, the two points are no longer
*at equal potential, and coupling (common mode) can occur between different parts

of the circuit.

It is more useful to consider the various grounds in a circuit as return paths

for currents. It is the designer's job to cause these currents to flow where he
wants them.

A major effort in digital circuit design is to reduce loop area, that is,

-i conductors and their return paths should be kept close together. It is with loops
that magnetic fields are generated or picked up. A poorly designed ground system
in which currents are not flowing where intended, can result in many large loop

areas - almost guaranteed to cause problems.

0
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In the design of a grounding system, it is helpful to classify the various
grounds by type and by noise-generating capabilities. For example, analog and
signal circuits and their returns are generally of low level and are quiet in
nature. In contrast, digital circuits often have fast rise time characteristics
and high frequency spectral components, if high speed data is being handled.
Clock circuits are particularly noisy. Motor and relay circuits arc even noisier.

Once circuits have been grouped by type, various grounding topologies can be
considered, such as series single point, parallel single point, and multipoint.
These schemes are shown in Figure 2.

SERIES CONNECTION PARALLEL CONNECTION

T0O TYPES OF SINGLE POINT GROUNDING CONNECTIONS.

MULTIPOINT GROUNDING CONNECTIONS

FIGURE 2. SERIES, PARALLEL, AND MULTIPOINT GROUNDING

In the series single point connection, the most sensitive circuit returns should
be connected closest to the final equipotentlal point.

7
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In F ure 3 is sho.n a tvp4_'ca] grouping of various grounds.

N. *

NOISY GROUND
SIGNAL GROUND (RELAYS, MOTORS, HARDWARE GROUND*
'LOW--LEVEL HIGH-POWER (CHASSIS, RACKS,
CIRCUITS) CIRCUITS) CABINETS)

m"

*RC POWER GROUND CONNECTED TO

* HARDWARE GROUND WHEN REQUIRED

IGURE 3. GROtP]NG OF CROUNDS

f, rotnding for low frequencies and for h igh frequencies requires different
approaches, and where both low and high frequencies are present, ground system

designs can become more sophisticated, and compromises may have to be made.

Fi !',,re 2, In addition to shownvr ground grouping, Illustrates methods of

grcining appropriate below I ?Mlz.

Above I W.1z, mu tipoint proundirg Is preferable, as shown In Figure 4. Between 1

n n 10 MHz, single point grounding mal: be i:sed if the longest ground conductor is
-ess than 1/20 of a wavelength. Otherwise, nultipoint grounding should be used.

"4 il 1 1 IJ 1 W, I ~
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At high frequencies, Trult-poirt ground connections from various parts of the

. circuit must he kept as short as possible. With high speed digital logic and

clocks, ever 1/4-inch of round lead length may have a significant impedance

(inductlve reactance) and cause the "grounded" circuit to become somewhat

elevated above ground.

High conductfvitv of tile groundplane to which multipolnt grounds are attached is

important in order to reduce the impedance between the ground points. This is

commonlv accomplished by usirg copper or tin plated copper. Tncreasing the

thickness of the groundplane will not help at high frequencies because most of

the current flow Is in the surface layer (skin effect).

*Croundling considerations for cables and connectors are treated in the cabling

section.

Grounding for Loop Control. Figures 2 and 3 presented earlier deal with the

*, problem of reducing the impedance of the ground return scheme. The purpose of

reducing the impedance is to avoid, or at least minimize, the flow of several

return currents through a shared impedance. When two or more return currents flow

through a shared impedance, the noise in each circuit is coupled to the others.

A problem in single reference grounding is that the principle of loop area

control is often overlooked. The design of a grounding scheme must take into

account not only how the ground currents flow in the return process, but how the

signal related to each return flows.

Figure 2 shows how the returns might allow the return currents to flow but is

only half the issue. The other half is how the signals flow with respect to how

the returns flow. No matter how much care is given to the treatment of the

- returning currents, if the high sides form large loop areas with shared return

flows of current, coupling between co-planar loops will occur.

In Figure 5 a loop area problern is illustrated. A signal circuit connects to

daughter board 3 and returns on two separate paths to a central point from both

the driver circuit and the daughter board. This arrangement forms co-planar loops

with sinilar circuits in boards I and 2. These co-planar loops, brought about by

the fact that the signal sides were not routed close to the return sides, can

.result in magnetic coupling among the daughter boards.

-p

-p

,.1
-p
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FIGDRY ! T14E ISSUE OF LOOP CONTROL

Figure 6 shows how a single ground from each daughter board is routed to a single
ground point on the mother board. These long parallel runs are intended to direct
the return currents to a single point. Unfortunately, at digital frequencies
there will be crosstalk due to Inductive and capacitive coupling among these
parallel runs.

~A better technique is to connect every return pin of each daughter board directly

' to a common ground plane of the mother board. The digital return is also tied to
~the ground plane adjacent to the digital signal pin. Now the mutual inductance

between the signal trace and the return reduces the return impedance, forces the
• retuirn current to flow directly under the signal trace, and so reduces loop area.

'6

The same kind of coupling problem. created by long parallel return traces can
result from long parallel signal traces, for example, in the distribution of
signals from a mother board to a daughter board. Just as with the ground traces a
common ground plane can force the return currents to flow under their respective
signal traces, with the same benefits of reduced return Impedance and reduced!! loop area.

• 10



EXCESSIVEI I I LOOP

FIRER
SGP

- PARRLLEL GROUNDING
BETWEEN GROUND TRRCES
RT DIGITAL FREQUENCIES

FIGURE 6. SINGLE REFERENCE GROUNDING ON MOTHERBOARD4

In the next several figures various aspects of loop area control are illustrated.

Figure 7 shows typical grounding of IC's to a ground plane, and poses the

question "how does the return current flow?" Figure 8 shows how the return

current flows as a mirror Image of the signal trace.

GROUND PLANE
?

-_DIGITAL SIGNAL

~FIGURE 7. HOW DOES THE CURRENT RETURN?

4
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GROUND PLANE

D~~IGITAL SIGNAL

SIGNAL RETURN _ _ _ _ _

OF SIGNAL TRACE IN GROUND PLANE.

FIGURE 8. SIGNAL RETURN VIA MIRROR IMAGE

In Figure 9 two ground plane areas are shown on a multilayer board, one for

digital grounds and one for analog grounds, with a separation area between them.

No signal traces on any layer are allowed to cross the separation area. Figure

10 shows the loop area created if signals are allowed to cross the separation

area.

NO SIGNAqLS ON A~NY TRACE LAYER ARE TO CROSS THIS REGION-

ANALOG GROUND

DICITAL
GROUNO

IDE INTERCONNECTION
ReTUCE 810MM. TRMS

NOTEl ALL SIGNAL TRACES MIUST PASS THROUGH THIS REGION ONLY.

NO SIGNALS ARE TO PASS OVER A GROUND PLANE VOID REGION.

FIGURE 9. DUAL GROUNDPLANES

I 12



LARGE LOOP RETURN

IMPIfMNC DZRRUPTIaj4

FIGURE 10. SIGNAL TRACE PASSING OVER A VOID REGION

Figure 11 illustrates the flow of return current from a daughter board to a
I mother board. On both boards, the proximtity of the signal trace to the

groundplane forces the return current to flow directly under the signal trace.
Note that in the connector between the two boards a loop area appears because
the ground connection is some distance from the signal trace.

0Q

SIGNAL TRACE

M1OTHER BOARD

SIGNAL IN CONNECTOR

1IRROR IMAGE
* SICAL RTURNSIGNAL RETURN

FIGURE 11. DAUGHTER BOARD TO MOTPERBOARD GROUNDING

I1



Figure 12 shows a method of loop area reduction on two-sided boards by running

power and return traces orthogonally on opposite sides of the board.

1. TOP OF BOARD HAS ALL VERTICAL TRACES
2. BOTTOM OF BOARD HAS ALL HORIZONTAL TRACES

3. FEEDTHROUGHS WHERE POWER TRACES INTERSECT AND WHERE GROUND TRACES
INTERSECT

4. DECOUPLING CAPACITORS BETWEEN POWER AND GROUND AT CONNECTORS AND AT
EACH IC

5. SIGNAL LINES FOLLOW VERTICAL/HORIZONTAL PATTERN

4i POWER GRID

iii
,ZD

II' GROUND GRID

4Vo1,

' - ---------

FIGURE 12. POWER DISTRIBUTION ON A TWO-SIDED BOARD

Mutual Inductance as a Common Mode Isolation Device. Normally one thinks
in terms of breaking a ground loop by using techniques such as isolation

" transformers, differential drive circuits, and optical isolators. In digital
-" transmission the best circuit isolator Is the transmission line formed by the

signal trace above the ground plane. The high mutual inductance between the trace
and its ground plane lowers the overall impedance seen by the signal current flow
while increasing the impedance to common noise sources shared on the mother board

ground plane. Therefore, by going to a transmission line communication of signals
between the various boards, one is able to control loop area and decrease the
influence of common ground noise at the same time.

1
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Figure 13 shows how the mutual inductance is subtractive for signal currents, and
additive for common mode currents, thus tending to reject common mode current
flow by forcing it to flo;, through a higher impedance.

,¢. , : s le LR

! Io

• C

.]. ,WIDE COPPER COMMON

;.'- IMPEDANCE TO I, : L, (SELF INDUCTANCE) + L2 (SELF INDUCTANCE)

. -2M12 (MUTUAL INDUCTANCE)

i IMPEDANCE TO IC  : L, + Lp +2Ml12

,%HIGH MlUTURL INDUCTRNCE FORCES CURRENT TO RETURN.

~FIGURE 13. MIRROR IMAGING OF PARALLEL TRACES

'p:

""Electrically Long and Short Grounding, One of the major distinctions in
iii grounding technique, including the proper grounding of shielded cables as well as

• the referencing of various low and high frequency circuits, deals with the length
, of the circuit itself. In low frequency applications, Figures 2 and 3 are very

Important in terms of understanding the impedance to the flow of the return

• currents, especially when the susceptibility threshold of the circuits is
.Aextremely low compared to that of digital circuits. Further, In most low

-P frequency cases, the electrical length of the return plane or return trace is
[• extremely short compared to a wavelength of the frequency being transmitted. For

0. example, the quarter wave resonant length for a 20,000 Rz audio signal would be
I6 3.75 kilometers. The likelihood of such a length existing except in AC power

distribution is very remote.

I o 15
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Therefore, the signal trace typically appears electrically short and the only
impedance concerns are the DC resistance of the trace, the self inductance of the
trace, and possibly some skin effect increase In impedance. As long as the signal
return trace is properly sized, the impedance within the bandwidth of the
circuit is generally relatively small.

- A cabI e shield which is used to block capacitive coupling at low audio

frequencies does not require grounding at both ends. In fact, in some cases,
-. grounding a shield at both ends can allow cO)mon r-ode currents to flow in the
; shield and couple into the circuit. This is especially true for coaxial cables

where the common mode current can add to the signal current and cause
disruption. However, at frequencies beyond 2 to 3 kHz coaxial cables begin to

. reject this type of coupling through mutual inductance. Multiconductor shielded
cables, however, can often be grounded at one end and thereby prevent common loop
coupling currents from flowing on the shield in the first place. The inner

4., circuits have their own reference included and therefore do not see any adverse
coupling.

Pecent experiments and even experiments done as early as 1956 have shown that
current flowing on the shield of a multi-twisted pair conductor will have very

I5 little influence if the twisting within the run of the shielded cable is very

tight. Typical results have shown that if the twisting inside maintains at least
e'" 18 lays per foot, then the Influence of the current of the shield becomes

- virtually nil.

PROPAGATION. Signals transmitted through wires, cables, or on printed circuit
boards are subject to noise, distortion and time delay. These effects are in part
related to the characteristic impedance of the signal-carrying conductors, the
dielectric constant of the board or cable insulating materials, and the source

, and load terminating impedances.

A very complete discussion of this sbject with emphasis on ECL technology is
given in the Motorola MECL System Design Handbook (Reference No. 108 in the

bibliography).

% Velocity of Propagation. The velocity of propagation, vp, is the speed at
which data is transmitted through conductors or on a printed circuit board. In
air, the velocity of propagation is the speed of light, 3 x 108 meters per
, second, or about 12 inches per nanosecond. In a dielectric material, the
velocity Is slower, and Is given by

c
. vp =-

-I k1/2

where c is the speed of light and k is the effective dielectric constant.
Typically k Is about 3 for printed circuit boards even though the relative
dielectric constant of the board material is near 4.5. The reason for this is

that part of the energy flow Is In air, and part In the dielectric medium. A
* typical dielectric constant yields a propagation velocity of 6 to 7 Inches per

nanosecond.

6I 16
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Propagation Delay. Propagation delay is the time required for a signal to

travel the length of a printed circuit board trace at the velocity of
propagation, vp. If the length of the trace is 14 inch and the velocity of
propagation Is 7 inch peT nanosecond, the propagation delay is 14/7, or 2
nanoseconds.

Some typical delays are given below.

Transmission Delay, ns/inch Delay, ns/foot
Medium

Microstrip 0.148 1.78

Stripline 0.188 2.26
Coaxial 0.127 1.52

If a high rise time pulse is transmitted, distortion of the pulse can occur which

is a function of the propagation delay and the source and load terminating

impedances.

Figure 14 shows an unterminated transmission line. The source impedance is low;

the load impedance is very high. At time zero, a high rise time pulse starts from

point A. At time TD later the signal arrives at point B and is reflected because

the transmission line is not terminated in its characteristic impedance, Zo.

TO

Zo

VEE

FIGURE 14. UNTERMINATED TRANSMISSION LINE

Because the load Impedance is high, the reflection adds to the incoming signal,
causing overshoot. The reflected signal travels back to point A, arriving at time
2 TI). Because the source impedance Is low, the re-reflected signal Is negative,
and subtracts, causing undershoot. Successive repetitions of this process occur,

at diminishing amplitudes because of line losses, causing ringing.

The undershoot condition decreases the noise immunity level of the system, but

can be limited to about IV percent if the two-way delay of the line is less than
the rise time of the pulse.

17
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The maximum line length can be calculated from

tr
Lmax =----

2TD

where tr= pulse risetime

TD = propagation delay

If this condition cannot be met, a solution is to terminate the line in its

characteristic impedance.

Impedance Control. The characteristic impedance of a transmission line is
determined by the dimensions of the conductors and by the dielectric constant.

*, For a coaxial line, for example,

- 1Zo - (60) In -----

* (er)1/2 d

where D is the inner diameter of the outer conductor

where d is the outer diameter of the inner conductor

where er is the relative dielectric constant.

For a microstrip line, as Illustrated in Figure 15,

87 (5.98h)
Zo =-------- in

(er + 1.41)1/2 (0.8w + t)

V1111

aw~p GROUND PLANE

FIG;URE 15. MICROSTRIP TRANSMISSION LINE
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This particular microstrip impedance formula is valid for:

1 . er 6 15

w
0.1 < --- < 3.0

h

For a stripline, as illustrated in Figure 16,

60 4b

Zo -- Ln------------------
(er)1/2 2.10 w (0.8 + t/w)

7111 /!Iii! i/Il/ I// / I /i777,'

FIGURE 16. STRIPLINE

This stripline impedance formula is valid for:

w
N0.35

b-t

t
0.25

b

Many other formulas for microstrip and stripline impedances can be found in the

literature, some of a very complicated nature, and readily usable only via
Scomputer program.

19
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What is apparent from the formulas given is the necessity for control of trace
width, height above ground, and thickness (determined by plating). Control over

the dielectric constant is also required.

Another formula for characteristic impedance is in terms of the lumped circuit
inductance and capacitance:

zo = (L/C)/2

where L is the inductance per unit length
and C is the capacitance per unit length.

For rather typical values of 50nH per foot and 20 pf per foot,

Zo = (50 x 19-9/20 x 10-12)1/2 = 50 ohms

p The inductance, hence line impedance can be increased by decreasing trace width.

* Conversely, the capacitance can be increased by widening the trace or reducing

the height, producing a lower line impedance.

- D.C. noise immunity is that signal level at which a system can just distinguish
0 between a 0 and a 1. For typical TTL devices, this noise immunity level is

between 0.4 and 1.0 volts.

When noise pulse width is less than the pulse rise time, (typically 10 ns for

TTL), the noise immunity level increases beyond the 0.4 to 1.0 volt region. This
increased level is referred to as the a.c. noise immunity level.

Knowledge of the noise immunity level of a particular digital system is necessary
in order to calculate the required protection level it must be given in the
presence of known or estimated threats.

COUPLING. Coupling of noise or signals can occur through a variety of

mechanisms:

1. Direct Conduction
2. Common Impedance Coupling
3. Induction (Near Field)

S a. Inductive (Magnetic)

b. Capacitive (Electric)

4. Radiation (Far Field)

All of these mechanisms can operate singly, or in combination, and conversions

0 from one to another can occur.

Direct Conduction interference travels to or from equipment through inter-
connecting cables. The typical propagation mode is through power cables, signal

cables, and improper ground cables and buses. An example is noise from a
switching power supply coupling into the input power lines, and then being

S conducted via the power line to nearby equipment.

0".
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Solutc.:ns ir'cltde decoupling (bypa.ssing) of signal and power line, filtering to
allow only the signal fr.-tqueocies of interest to pass, and shielding to decrease
both i-dLuctiun pic k-up -ir,( r, ('j at ion with its subsequent conversion into

conductive interference.

Corlmon inwpedance couplir,, or ('e'mon mode coupling occurs when two circuits share
ar impedance, usuall 1 rett , cciodoctor. This situation is illustrated in
Figure 17.

CIRCUIT CIRCUIT1 2

GROUND GROUND
GROUND CURRENT CURRENT GROUND
VOLTAGE 1 VOLTAGE
CIRCUIT 1 CIRCUIT 2

',.

COMMON
- GROUND

ZMPEDRNCE

' ,WHEN TWO CIRCUITS SHARE A COMMON GROUND#
THE GROUND VOLTAGE OF EACH ONE IS AFFECTED
BY THE GROUND CURRENT OF THE OTHER CIRCUIT.

MFI(l11. 17. COiMON >DF COUPLING

Tnduction coupling occurs in the near field at distances less than one-sixth of a
v ,velength (actually X/T7).

Magnetic or inductive c,,mpling occurs wher current flows in a wire and the
magnetic flux encircles a second wire. The greater the loop area of the current
flow, the more opportunity there is for flux linkage to adjacent circuits, and
also, the greater the opportunity for flu) lines from the adjacent circuits to

* enetrate the loop area and encircle its conductors.

Electric field or capacitive coupling occurs when voltage exists on, for example,
a probe, or capacitor platT. F-field lines can terminate on a nearby object, and

*" energy transfer through capacitive coupling can occur.

2
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An example of magnetic and electric field coupling acting together occurs in the
case of near-end and far-end crosstalk. Consider two parallel and adjacent
traces above a ground plane on a printed circuit board. The electric coupling
has the same phase of coupling for signals traveling in either direction. The
magnetic coupling is of opposite phase for signals traveling in opposite
directions. The result is that much more signal (typically 20 dB) is transferred
between the input ends of two lines (near-end crosstalk) than to their output
ends (far-end crosstalk).

This directional property offers a simple way of reducing crosstalk just by
paying attention to the direction of signal travel.

Equivalent circuits for low frequency crosstalk are shown in Figure 18.

LOW FREQUENCY

R C

Si
MI , DISTURBING

SERIES 

CIRCUIT

AIDING -_v,
,R vu. VI I R DISTURBED

SERIES OPPOSING 7 } i" CIRCUIT
-Ij,.e CANCELS THE EFFECT I _

NEAR END FAR END

IDENTICAL CIRCUITS,LENGTH <<WAVELENGTH

NEAR END CROSSTALK (NEXT) MAGNETIC & CAPACITIVE
VNM4  [R CROSSTALK ADD

FAR END CROSSTALK (NEXT MAGNETIC & CAPACITIVE

Vwr: Z r~-~] CROSSTALK OPPOSE
WHEN R> -'- CAPACITIVE COUPLING MOST SIGNIFICANT

C.

WHEN R< -Y INDUCTIVE COUPLING MOST SIGNIFICANT

FIGURE 18. LOW FREQUENCY CROSSTALK

* vAs will be shown in the next section, radiated emission from a single trace can
be reduced by using wide traces kept close to ground.

Simply increasing the distance between traces will also reduce coupling. Running
traces at right angles to each other is also very effective in minimizing
crosstalk.

Another technique is to run guard traces parallel to, and on both sides of a
* critical trace. It has been observed that if the spacing of the guard traces iskept equal to their height above ground the effect on the characteristic

Impedance is quite small; about 4 percent for a 50 ohm line.
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BOARD LEVEL RADIATED EMISSION Radiated emissions from PC board traces are a
persistent source of interference. Clocks and their associated fan-outs are
particularly bad offenders, because of the high frequencies and fast rise times
which are involved in the production of timing pulses.

Radiated emissions from board traces are a fupction of trace width, height above

ground, length, clock frequency, and pulse rise time. Scaling l aws for these
variables have been derived from EMCad® software. EMCad is a group of programs
for EMC analysis based on a rigorous theoretical approach and on laboratory
measurements of many different systems.

EMCad data was taken over the following range of variables, in order to derive
the scaling laws:

Trace width: 0.007 to .050 inches
Height above ground: 0.004 to .050 inches
Clock frequency: I to 40 MHz
Rise time: 2.5 to 10 nanoseconds
Wave form: Symmetrical trapezoid
Trace length: 0.5 to 6 inches

EMCad predicts board level radiation in relation to regulatory agency
specification limits, and sample data is shown in Figures 19 and 20. The
regulatory limits can be altered to match any desired specification. Once the
predicted or measured level is known, the scaling laws can be used to alter one
or more of the variables to bring a particular design into specification.

The scaling laws are useful in a more general sense, as well, to indicate how
emission and susceptibility change as a function of length, height, etc.

23
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EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANALYSIS PREDICTS THE RADIATED EMISSIONS FROM PRINTED CIRCUIT
BOARD TRACES AND IS BASED ON THE EMISSION REQUIREMENTS OF RTCA DO-160B

COMPANY: CKC
PROJECT: FAA DIGITAL SYSTEMS DESIGN
SIGNAL NAME: CLOCK HARMONIC SCALING
DATE (D/M/Y): 4/15/87
ANALYSIS PERFORMED BY: RAM

THE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

WAVEFORM RISE/FALL TIME: 2.5 NANOSEC
WAVEFORM FREQUENCY OF OSCILLATION: 2 MHZ
WAVEFORM AMPLITUDE (V OR A): 5 VOLTS

LENGTH OF TRACES: 1 INCHES
TYPE OF RETURN (ADJACENT, STACKED, GROUND PLANE): GROUND PLANE

- NUMBER OF TRACES: 1
DISTANCE BETWEEN SIGNAL AND RETURN: .015 INCHES
TRACE WIDTH: .013 INCHES
DIELECTRIC CONSTANT: 4.5

4 DISTANCE TO GROUND OR GROUND PLANE: .015 INCHES
TEST (MEASUREMENT) DISTANCE: 1 METER

__ _ __ _ PREDICTED EMISSION LEVEL
FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS

2.0 MHZ 48 51 54 40 14 OUT
25.0 MH 37 40 43 35 8 OUT

127.3 MHZ 30 33 36 46 -10
W
I,t

HIGH RISE CUT OFF FREQUENCY = 173.3 MHZ

NOMINAL CUT OFF FREQUENCY = 244.8 MHZ
WORST CASE CUT OFF FREQUENCY = 345.8 MHZ
LARGEST RECOMMENDED HOLE SIZE = .4337815 METERS

FIGURE 19. RADIATED EMISSION ANALYSIS, 2MHz TRAPEZOID

24

I



EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANALYSIS PREDICTS THE RADIATED EMISSIONS FROM PRINTED CIRCUIT

BOARD TRACES AND IS BASED ON THE EMISSION REQUIREMENTS OF RTCA DO-160B

COMPANY: CKC

PROJECT: FAA DIGITAL SYSTEMS DESIGN
SIGNAL NAME: CLOCK HARMONIC SCALING

DATE (D/M/Y): 4/15/87

ANALYSIS PERFORMED BY: RAM

THE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

WAVEFORM RISE/FALL TIME: 2.5 NANOSEC
WAVEFORM FREQUENCY OF OSCILLATION: 3 MHZ

WAVEFORM AMPLITUDE (V OR A): 5 VOLTS
LENGTH OF TRACES: 1 INCHES
TYPE OF RETURN (ADJACENT, STACKED, GROUND PLANE): GROUND PLANE

NUMBER OF TRACES: 1

DISTANCE BETWEEN SIGNAL AND RETURN: .015 INCHES
TRACE WIDTH- .013 INCHES

DIELECTRIC CONSTANT: 4.5
DISTANCE TO GROUND OR GROUND PLANE: .015 INCHES
TEST (MEASUREMENT) DISTANCE: 1 METER

PREDITED EMISSION LEVEL
FREQUENCY HIGH RISK NOMNAL WORST CASE SPEC LIMIT STATUS

3.0 MHZ 50 53 56 39 16 OUT
25.0 MHZ 40 43 46 35 11 OUT
127.3 MHZ 33 36 39 46 -7

I

HIGH RISE CUT OFF FREQUENCY = 260.0 MHZ
NOMINAL CUT OFF FREQUENCY = 367.2 MHZ
WORST CASE CUT OFF FREQUENCY = 518.7 MHZ

LARGEST RECOMMENDED HOLE SIZE = .2891879 METERS

FIUI3,E 20. RADIATFD FMISSION ANALYSIS, 3 "iz TRAPEZOID
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Scaling Laws. Width of trace: As the trace width decreases, radiated
emission increases by

dB = 20 log (w2/wl)
2

This expression is valid at least up to w = 0.05 inch and heights up to 0.03
inch.

Height above ground: As the height above ground increases, radiated emission in-
creases by

dB = 20 log (h2 /hl)
2

This expression is valid at least up to h = C.03 inch and w = 0.013 inch.
of trace As the of the trace Increases the radiated

Length oftae stelength oftetaeicess h aitdemission

increases by

dB = 20 log (L 2 /L1 ) 1/2

If the number of fan-out traces from a clock Is doubled, the effect is the same
* as doubling the length of a single trace, 3 dB.

Clock Frequency:

(a) For a change in clock fundamental frequency, and measurement
of radiated emission at the fundamental, the radiation increases with
an increase in frequency by

dB = 20 log (f2 /fl) 1 /2

(b) For a comparison of a clock harmonic with its fundamental,
the harmonic is weaker by

dB = 20 log n1/2

,a' where n is the harmonic number.

* (c) For a comparison of the harmonics of clocks having different
fundamental frequencies, for example the 30th harmonic of a I MHz
clock with the 10th harmonic of a 3 MHz clock,

dB = 20 log N 2 /N1

where N is the harmonic number for each separate clock.

In this example

30
dB = 20 log --- 9.5 dB

* 10

The 30th harmonic of the I MHz clock is weaker than the 10th
harmonic of the 3 14z clock.
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Rise Time: Over a range of 1 to 10 nanoseconds rise time, and for clock

frequencies of 1 to 30 M4Hz, there is little difference in harmonic content and

consequent radiated emission for a symmetrical trapezoid until rather high

frequencies, e.g. 470 MHz are reached. At these frequencies, the radiated

emissions are typically well below any of the applicable specifications. It may

be of some use to note that at these high frequencies, the rise time scaling law

is
dB = 20 log tl/t 2

For each of Figures 21 through 26, a number of other parameters were involved,

and these are listed here:

'2

I
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For Figure 21:

;,aveform Rise/Fall Time: 10 nanoseconds

-.:aveform Frequency of Oscillation: 7 M177

Waveform Amplitude: 5 volts
Length of Traces: .05 inches
Type of Return: Ground plane

NXuMber of Traces:"
Distance Between Signal and Returr,: .03 inclec,
Dielectric Constant: 4.5
Distance to Ground or Ground p],hne: .( 3 incles
Test (Measurement) Distance: 10 Yeters

50 ,-

FT I I id I

-o. 40

,-- - --* - - -0DO I0

, .,7 V - DE B LIMIT

~30

0 ______406,/OECADE

<20_

10

,001 010.
STRACE WIDTH ABOVE GROUND, iNCHES

0fGURY 210. .. APTATET) EMISSION " TACE IDTH
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For Figure 22:

Waveform Rise/Fall Time: 10 nanoseconds
Waveform Frequency of Oscillation: 7 .z
Waveform Amplitude: 5 volts
Length of Traces: .05 inches
Type of Return: Ground plane
Number of Traces: 2
Trace Width: .013 inches
Dielectric Constant: 4.5
Test (Measurement) Distance: 10 Meters

50

-0 , 1 1' 1 1 11 1 1
W .VDE B LIMIT

0

~2C __4O./DECADE

0.01 01
TRACE HEIGHT ABOVE GROUND, INCHES

FIGURE 22. RADIATED) EMISSION VS. TRACE HEIGHT
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For Figure 23:

Waveform Rise/Fall Time: 10 nanoseconds
Waveform Frequency of Oscillation: 10M Hz
Waveform Amplitude: 5 volts
Type of Return : Ground plane

Number of Traces: 2
Distance Between Signal and Return: .0075 inches
Trace Wiath: .013 inches

Dielectric Constant: 4.5
Distance to Ground or Ground plane: .0075 inches
Test (Measurement) Distance: 10 Meters

50 ~-

0
.... o -" .. - - io-160o8 LIMIT
•0 .

60
n- -- VDEBLMIT,.n -T 7 T
<30 --

8* 0

10 - -

S0

.001 101
TRACE LENGTH INCHES

FIGURE 23. RADIATED EMISSION VS. TRACE LENGTH
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For Figure 24:

Waveform Rise/Fall Time: 10 nanoseconds
Waveform Amplitude: 5 volts
Length of Traces: .05 inches
Type of Return : Ground plane
Number of Traces: 2

Distance Between Signal and Return: .03 inchesTest (Measurement) Distance: 10 Meters

'p
'p'

50'

40

0 w --I-0

10 -

0 -]

" S

I 0 10
4 CLOCK FREQUENCY, N HZ

4
FIGURE 24. RADIATED EMISSION VS. CLOCK FREQUENCY
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For Figure 25:

Waveform Rise/Fall Time: 2.5 nanoseconds
Waveform Frequency of Oscillation: 1 MHz
Waveform Amplitude: 5 volts
Length of Traces: 1 inch
Type of Return : Ground plane
Number of Traces: 1
Distance Between Signal and Return: .015 inches
Trace Width: .013 inches
Dielectric Constant: 4.5
Distance to Ground or Ground plane: .015 inches
Test (Measuremnent) Distance: 10 meters

50 ___~~z

Z 40---~K o-o#t

V - - VDE 8LIMIT

0 A____tt

< 20

- FREQUENCY OF HARMONIC,MHZ

0

FIGURE 25. RADIATED EMTSSTON FROM HARMONICS OF 1 MHz CLOCK
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For Figure 26:

Waveform Rise/Fall Time: 2.5 nanoseconds

Waveform Amplitude: 5 voltsII Length of Traces: 1 inch
Type of Return : Ground plane

(;" Number of Traces: I

Distance Between Signal and Return: .015 inches
Trace Width: .013 inches

Dielectric Constant: 4.5
Distance to Ground or Cround plane: .015 inchesITest (Measurement) Distance: 10 Meters

"i50 - . . .

0

U.',. . .

0 A 7ff
---- ,..... .i- - VE B LIMIT

0 IUE26 AITE MSIO,3 h CLCKHAMOIC

20• . ; :

10

I0 I00

___..Y LNDAMEN TA L£ REQU ERC¢Y MH Z

FIGURE 26. RADIATED EMISSION, 30 MHz CLOCK HARMONIC
U;VS FINDAMENTAL FREQUENCY
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Range of Validity for Scaling Laws In general, the scaling laws fail when the
characteristic impedance of the microstrip line starts rising rapidly. For a
dielectric constant of 4.5 this happens at an impedance of about 125 ohms, or a
width to height ratio of 0.3.

For width to height ratios greater than 3, little is gained in reducing radiated
emission by further width increases. Furthermore, for excessively wide traces, it
can become difficult to drive the line because of high capacitance per unit
length, particularly if the line is terminated in high impedance.

Accordingly, the practical range of width to height is from 0.3 to 3.

The frequency scaling laws begin to fail for width to height ratios greater than
2.

The length scaling laws appear valid for any length up to 6" for clock
frequencies up to 100 MHz.

Impedance Control. From the scaling law data, it has been observed that for
a constant ratio of trace width to trace height, the emitted radiation is
constant. A constant width to height ratio represents a constant characteristic
impedance, when the trace and its ground plane are treated as a radio frequency

• transmission line.

It is helpful to consider all potentially radiating traces as transmission lines.
Changes in trace width should be avoided, since this causes a change in
characteristic impedance. These traces should also be terminated in their
characteristic impedances to avoid standing waves. Either a load mismatch or a
change in characteristic impedance will cause standing waves to appear on the

trace, leading to enhanced radiation.

jAnalytic determination of the characteristic impedance of a microstrip

transmission line is extremely complex. The characteristic impedance, Z0 , is a
function of dimensions, dielectric constant and frequency, and the effective
dielectric constant is itself frequency dependent.

Plots of Zo for various dielectric constants and ratios of w/h are given in
Reference Data for Engineers. Numerous papers exist in the literature, several
of which are listed in the bibliography. Also, various computer programs exist
for the design of microstrip transmission lines. Several formulas for Zo are

* Ogiven in the propagation section of this guideline.

Other Considerations On double-sided boards which are notorious for

radiated emissions since they lack ground planes, the clock trace and its return
can be constructed as a twisted pair by periodically running each trace through a
plated-through hole, and crossing it over Its mate.

Another technique for reducing board level emissions is to use ground-fill
techniques, in which vacant areas of the board are filled with a grid of ground
traces. This technique has reduced emissions by as much as 12 dB.
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BOARD LEVEL CONDUCTED EMISSION. Conducted susceptibility and emissions are the

result of radio frequency energy arriving or departing via power cables or I/O
cables. Conducted interference is not a significant part of the high energy

threat, since the radiation effects completely overshadow it in most cases. The
methods of measurement of conducted susceptibility are described in RTCA DO-160B,

Section 20.

Conducted interference is ordinarily controlled by filtering of the power cables
at the point of entry to the equipment. In some cases, shielding of the input
power cables is also required.

Conducted problems can appear as either differential mode (line to line) or

common mode (line to ground). Experience has shown that the differential mode
appears up to about 150 kHz. Above this frequency, the common mode predominates.

Elimination of conducted interference is accomplished by common mode and

differential mode filtering. A typical powerline filter design is shown in
Figure 27.

LI LI L2

IN

(LN)- 1C OUT

F C2 T (LOAD)

LI LI L2

CI 1.0,,f BIPOLAR
C2 .0047,.,rCERAMIC DISK CAPS, IKV RATED

LI 6m, COMMON MODE CHOKE
L2 OPTIOJAL 500.A, AT RATED LOAD INDUCTOR

FIGURE 27. TYPICAL POWERLINE FILTER DESIGN FOR SWITCH MODE

POWER SUPPLY

a-.

I/0 cables can also carry conducted interference. Proper grounding of cable

4. shields as detailed in the cabling section of this report is important. Also,

shields of multiconductor cables should never be used as returns for any signal
circuit. It may be necessary to filter individual signal wires which are carrying
emissions or are susceptible. Ferrite toroids surrounding the cable shield can be
used to increase the shield impedance, with resulting decreases in both emission

and susceptibility.

4
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KULTILAYER BOARDS. Multilaver boards provide a high level of component packaging
density. They also provide important advantages in the control of electro-
magnetic interference. Powever, the choice of multilayer construction should not
be based solely on EVI considerations, since adequate levels of control are
possible with single and two-sided boards.

The cost of multilaver boards is higher. Repair is difficult or impossible.
However, if multilayer design is chosen, significant FMI control can be obtained
by proper attention to stacking order, through the use of plated-through hole
interconnections which can greatly shorten lead lengths, and hv appropriate
orientation of the traces on one layer to thosp on adjacent layers.

Ground planes, power planes, and power return planes can all be used to provide
shielding and isolation between signal planes.

As a starting point in the design, each signal should be placed in one of the
following categories:

I/O AC power
I/O signals - digital

I/O signals - analog
. I/O signals - discrete

I/0 signals - video
*-Internal digital
* Internal high current deflection
* Internal analog
* Internal discrete
Internal video
Internal D.C. power
Internal test signals

It is of great importance to keep I/O signals Isolated from high speed internal
signals for control of both emnision and susceptibility.

V henever possible, signals in each category above should be placed on separate
Isolated lavers.

'hen more than four levels are used, the stacking order becomes important in
4 achieving isolation among the various categories of signals.

tFPure 'S illu.strate- a oscible stacking order for a complex board.

I
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~ r -- r -rn rn DIGITAL SIGNAL I
LrnnrnnrnnrnnrnDIGITAL SIGNAL 2

+5 VOLTS
rm-nrnrnr-r--m-- DIGITAL SIGNAL 3

m -- rnm --- DIGITAL SIGNAL 4
--- n----m DIGITAL SIGNAL 5
mmmmmmm- nm rnm DIGITAL SIGNAL 6

5V RTN

O F-rnrn N A LG SIGNAL I
Lmmmmn mmm ANALOG SIGNAL 2

-15 VDC

rmr n ANALOG SIGNAL 3
mm m ANALOG SIGNAL 4

rn, m mm , ANALOG SIGNAL 5
mmmnrn mnnrnANALOG SIGNAL 6

(~) 15 RTH
---- n---, ANALOG SIGNAL 7

rn' ANALOG SIGNAL 8
.mm mn ANALOG SIGNAL 9

rnrm mmmANALOG SIGNAL 10

-15 VOC

ANALOG SIGNAL 11
ANALOG SIGNAL 12

FIGURE 28. MULTI-LAYER BOARD STACKING ORDER

In Figure 28, the following practices, indicated by the circled numbers, are

observed:

1. For inalog signals, no signal layer can be mnore than two layers away
from a supply, return, or reference plane.

*2. Only two digital signal layers are allowed since no reference plane
exists above the Digital Signal No. 1 plane.

3. No digital signal planes are allowed between a digital and an analog
plane. However, limited bandwidth high level analog planes are allowed

4 between other analog planes.

w In this multilayer board design, the +' V, 5V RTN, +15 V, -15 V and 15 V RTN are
all distributed as complete planes. These, planes, when properly decoupled to the
ground reference plane, act as shield and reference planes themselves.

The 5 V and 5 V RTN planes are associated with the digital signals, while the +
15V and 15 V RTN are analog related.

4

*Each signal layer Is oriented at right angles to the preceding layer.

The maximum number of layers between two reference planes is four, so that no
signal layer is ever more than two Thyers nway from a reference plane.
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The fastest rise/fall time signals (usually the clock) should be on the first
layer from either the +5 V or 5 V RTN planes. If possible these signals should he
buried between the +5 V and 5 V RTN planes, rather than carried on a top or
bottom layer.

Figure 29 illustrates the distribution of clock signals.

-l SLOW SPEED
, .DIGITAL SIGNALS

+5V

PREFERRED LAYERS

FOR

CLOCK SIGNRLS

FIGURE 29. THE DISTRIBUTION OF CLOCK SIGNALS

Video signals require special handling because of their high levels and high
frequency components. These signals ran be routed as parallel adjacent traces on
a signal plane, or as a parallel stack between two planes. This is a special case
T. 'here two adjacent planes are not at right angles to each other.

For video, it is preferable that the surrounding planes be ground reference
rather than power distribution planes, to minimize crosstalk.

Figure 30 illustrates the distribution of video signals.

J*3
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GROUND REFERENCE7-[----- -- - VIDEO +1
VIDEO +~ DIFFERENTIAL

-- -- - -- - -- -- -IDEO _
GROUND REFERENCE

O SIGNALS ARE ROUTED EVERYWHERE IN PARALLEL.

OR

SPACED FOR CROSSTRLK ISOLATION

I GROUND REFERENCE
F

I GROUND REFERENCE
0I
PARALLEL EVERYWHERE 

AND

SPACED EQUALLY FROM BOTH PLANES

4 TO MAINTAIN CONSTANT COMMON MODE IMPEDANCE.

FIGURE 30. VIDEO SIGNAL DISTRIBUTION

On multilayer boards, all signal traces should be kept away from the edge of the

board by a distance equal to at least the height above the nearest reference
plane. This technique will reduce emission from the edges of the board.

A significant fraction of radiation from boards comes directly from the dual-
inline-packages themselves. Obviously, the radiation from any DIPs mounted on an
outside layer will not be reduced by multilayer construction.

BACKPLANES AND MOTHER BOARDS Nearly all of the principles applicable to PC board
*. layout also apply to the layout of backplanes and mother boards.

A distinguishing feature of backplanes and mother boards is that they are

* significantly larger than the individual circuit boards. The length of traces
increases, enhancing the possibility of radiated emissions and increased

susceptibility. Long, parallel traces increase the chance of crosstalk among
different circuits. With incorrect layout, large loop areas can be created,

*giving the opportunity for magnetic coupling among large co-planar loops on the
board.

On double-sided boards, coupling of co-planar loops can be minimized by running

the traces on one side of the board at right angles to those on the other side.

*, The use of ground planes on both backplanes and mother boards is helpful in
reducing emissions and decreasing susceptibility. The groundplane can act as a

shield, in addition to the shielding provided by the equipment enclosure.
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On backplanes not using a ground plane, a ground screen can be constructed as

shown in Figure 31.

~CARD FILE

EDGE CONNECTORS

GROUND SCREEN

FIGURE 31. GROUND SCREEN CONSTRUCTION

A feature of the ground screen is that numerous ground connections are provided
for each edge connector. On critical boards it may be advantageous to provide

even more ground connections to the edge connector.

Sometimes it may be necessary to use a shielded twisted pair, or a coaxial line
to replace traces. In this case, the shields should be handled as described in

the cabling section of this report.

The production costs of installing a coaxial line are obviously much higher than
for a trace plated on a board, but for high frequency clock distribution lines,

there may be no alternative. Ooaxial cables are readily available in
characteristic impedances of 50, 75 and 95 ohms. Propagation delays are typically
1.7 ns per foot. On critical traces, such as clock distribution lines, care
should be taken to avoid sharp bends or changes in trace width, which cause

changes in characteristic impedance, with reflections and consequent radiation.
Similarly, attention should be paid to impedance matching where a coaxial cable

0 J joins a trace.

If a multilayer backplane is used, critical transmission lines can be handled as

stripline, in which the signal trace Is sandwiched between two groundplanes.
The power distribution scheme on a backplane should incorporate frequent

bypassing. A good practice is to alternate capacitors with values which are 2
0orders of magnitude different In value, for example 0.1 pf and 0.001 pf. This

., subject is covered in the bypassing and filtering sections.

The connectors used to connec, hoards to mother boards and backplanes should be

shielded and should maintain the integrity of shields from board to board.
Connectors incorporating built-in bypass capacitors are available and are

sometimes helpful in reducing emissions. On a portion of the backplane, or
0 mother board or on the chassis plate below the backplane, an area should be leftfor the addition of connectors, filterin, and bypassing, in case modifications
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,. become necessary. The mother board should provide a single central reference
ground for D.C. power return, shielding between signal layers, and daughter board~returns.

To accomplish this, all return and shield planes within a mother board should be
bonded together at every mounting hole and at every connector pin that is used

., for returning D.C. to the central reference.

Isolation within a mother board can be achieved in three ways:

1. spacing between adjacent traces;
2. addition of guard traces between adjacent traces; and
3. addition of shield planes between stacked traces.

CABLES, CONNECTORS AND METHODS OF TERMINATION. I/0 cables and power cables are
an important source of emission and susceptibility problems in digital systems. A
significant fraction of EMC problems arise from cables. Increased inspection of
cables, connectors and methods of termination could reduce this source of trouble

, in the future.

The causes of radiated and conducted interference and susceptibility from cables

are many:

(1) improper types of cablcs
(2) incorrect grounding in :ulticonductor cables

(3) no shielding
(4) incorrect connections of shields
(5) defective workmanship in installation
(6) cable deterioration with age

(7) inadequate bypassing and filtering at the cable connector
(8) improper connection of the load
(9) cable resonance from improper termination or shielding

The majority of system cables are of the multiconductor type. Coaxial cables are
usually used for transmission of radio frequency energy to antennas. In the
future more coaxial cables will probably be used to meet EMC requirements and
because with higher data rates, data buses are appropriately treated as radio
frequency transmission lines.

In addition to multiconductor and coaxial cables, many other types are also used:

(1) unshielded
(2) twisted pair

(3) tri-lead
(4) shielded twisted pair

(5) triaxial
(6) ribbon

Some of these cable types are shown in Figure 32.

p,
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6a666666/&6/G
S CS S S S " ULX/ 661I66'i 'f -G S G S G S G S G S G

SIGNALS Y 1
SHIELD SIGNAL RETURN '

bBRAID SHIELDED

ii VIN YL JACKET

SHIELDS VINYL JACKET

ITI

SHIELD BRAID

FUR FIGURE 32. E/ CABLE CHOICES
4

)Equivalent Circuit of a Coaxial Cable. The equivalent circuit of a
coaxial cable as shown in Figure 33 will now be analyzed. This analysis will also
be applicable in most respects to the understanding and proper use of other types

of cables.

V N
o ' Fy--,y "- CENTER

CONDUCTOR

,, , o I A A . -- SHIELD

Si/ I "> i s

FIGURE 33. EQUIVALENT CIPCUT OF A SHIELDED CABLE
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In Figure 33 VN is a noise voltage induced on the center conductor by a shield
current, I S . VS is a source of noise voltage driving the shield. L S is the self
inductance of the shield, and R S is the series resistance of the shield. M is the
mutual inductance between the shield and the center conductor.

Since all of the lines of flux surrounding the shield also surround the center
conductor, it can be shown that M = Ls , and that

VN  -------------- ) VS  (1)
j + Rs/L S

In Figure 34 VN versus w on a logarithmic scale is shown.

VN V 7 ASYMPTOTE57
!:' 3 d,

,d- / 098 V5

W
• -< ACTUAL

S-I-J

5., 0

w

RS 5 R-Fs L__
I i" FIGURE 34. NOISE VOLTAGE IN CENTER CONDUCTOR OF COAXIAL

CABLE DUE TO SHIELD CURRENT
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Low Frequency Performance. The frequency at which the inductive reactance

of the shield is equal to its series resistance, marks a division between the
very low frequency behavior and the high frequency behavior of a coaxial. line,
arid is called the shield cut-off frequency. This frequency is typically 1-2 kHz,

and rarely higher than 7 kHz.IFrom Equation 1 and Figure 34 it can be seen that the noise voltage induced on

,4,1 the center conductor is zero at D.C. and increases almost to VS at

L= 5 RS/LS

For avionics digital systems, the performance of shielded cables at D.C. and

audio frequencies is of little interest. Accordingly, after a few more general
remarks, the balance of this discussion will be directed at the high frequency
(f > 100 kHz) behavior of shielded cables.

The preceding analysis describes magnetic coupling effects. Shielded cables are

extremelv effective against electric field coupling at all frequencies, provided

that thu center conductor does not extend unnecessarily beyond the shield. For
effective electric field shielding of cables up to 1/20 wavelength only one end

' of the shield needs to he grounded. This technique is often used at audio

frequencies and decreases the possibility of ground loops. However, it provides

0 no shielding against magnetic fields, and ground loops can still occur from

capacitive coupling of the floating end of the shield to ground.

Single-end grounding techniques are rarely appropriate to the design of digital

systems.

High Freoquency Performance. At high frequencies, skin effect plays an

important role in the behavior of a coaxial line. At high frequencies, current
tends to flow mainly in the outer layers of a metallic conductor. The phenomena
sis lucidly explained in Terman's Radio Engineering (McGraw Hill, 3rd edition, pp

. 19-23). Briefly, some flux lines are within the conductor. The central part of a

conductor is surrounded by all the lines of flux, but the outer layers are
surrounded by only some of the lines. The inductive reactance of the center is
higher than the outside, and most of the current then flows on the outside, where

• it is surrounded by the fewest lines of flux, and encounters the lowest

impedance.

The result is that at high frequencies, a current flowing on the outside of a
*j slield does not penetrate to the inside, and similarly, a current flowing on the

ipside does not penetrate to the outside. In effect a single shield coaxial line

acts like a double shielded (triaxial) line at higo frequencies. With braided

, shields, the isolation of outside and inside is not perfect. The apertures formed
1by the braid weave permit interpenetration of flux lines, and the apertures act

as small mutual inductances to provide coupling. A consequence of this is that
4 the braid weave design and the choice of materials become important in

determining shielding effectiveness.

Ordinary braid weaves provide from 60 percent to 90 percent coverage of the

center conductor. Copper and tin-coated braids have been found to oxidize with
* time and lose their shielding effectiveness because of loss of contact among the

carrier wires of the braid. If a cable recovers its shielding effectiveness with
flexing, oxidation can be assumed to he the problem, and the loss of shielding
effectiveness will recur. Silver plated braids have significantly better
resistance to oxidation.

%..... . .!.h.-".. ....-. -



I

Electric Field Shielding. As a rule of thumb, each additional shield braidadds 15-20dB of shielding. For example, a copper braid coaxial line might show onthe order of 40 dB shielding effectiveness over an unshielded conductor; atriaxial cable otherwise of the same design might show 60 dB shielding
effectiveness. However, in some recent experiments a single braid weave designoptimized by computer has shown better performance than two conventional shield
braids.

Even better performance is obtained with foil-wrapped shields, drain wires, andbraid over foil. Even the manner of folding the foil back on itself for good
contact can have a large effect on shielding effectiveness.

All of the preceding description of the high-frequency performance of coaxial
line applies to multiconductor shielded cables as well.

Figure 35 shows the radiation field intensity from flat (ribbon) cable withseveral different shield designs.
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0 50 100 150 200
FREQ.,MHZ

FIGURE 35. FLAT CABLE RADIATION FIELD INTENSITY
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In some cases, mainly for radio frequency distribution, the choice of a coaxial
cable with a solid metallic outer conductor may be appropriate.

Shield Connections. The choice of shield design can be critical to success
or failure in meeting EMC requirements.

The methods by which cable shields are connected to sources, loads, and ground
are critically important to shielding effectiveness.

In the past, shields of coaxial and multiconductor cables have often been
terminated by the "pig tail" method, shown in Figure 36.

TERMIIJAL
STRIP

OUTER BRAIDED
SHAT SHE ILD

*,r DIELECTRIC
CENTER

CONDUCTOR

FIGURE 36. PIGTAIL TERMINATION OF A COAXIAL CABLE

This pig-tail termination method is generally unacceptable. Measurements have
shown as much as a 40 to 50 dB difference in the 15 to 200 MHz region between
pig-tails and a 3600 termination of the cable shield to the connector backshell.
Figure 37 shows a comparison of several termination methods.

4
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AND BULKHEAD CONNECTOR

FIGURE 37. INDUCED VOLTAGE WITH VARIOUS CABLE TERM4INATIONS
TRIAX CABLES, 200 VIM FIELD

For most digital systems applications, the recommended method of handling cable
shields is to connect each end of the cable to the cable connector backshell with
a full 3600 connection. The cable connector in turn mates with a bulkhead
connector which has a solid metallic contact with the outer shielding case of the
line replaceable unit or other digital device. This method of connection Is shown
in Figure 38.

360

PERIPHERAL KHLCOMPUTER

dC

FIGURE 38. RECOMM~END)ED CABLE SHIELD TERMIINATION METHOD
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The termination method shown above can be seen to create a ground loop. In high

frequency applications, this ground loop is of little significance compared to

the effective magnetic field shielding that Is achieved. Very little return
current flows through the groiund reference between the ground connection points.
Most of the return current flows through the shield for the following reason (see
Figure 12 in the section on Grounding): The reactance of the mutual inductance is

subtractive from the impedance presented to the return current by the shield

alone. So the impedance via the shield is significantly lower than any

alternative path, and most of the current flows on this low impedance path.

Very little flux is produced in the loop area formed by the ground loop, and

because the inside and outside of the shield are isolated by skin effect, flux
lines which penetrate the ground loop area from outside magnetic field sources

cannot induce voltage on the shielded center conductor.

clGround Returns for Multiconductor Cables The shield of a multiconductor

cable is treated in the same way as the shield of a coaxial cable. However the

shield should not be used as a return path for digital, analog or power
functions. Instead one or more of the cable conductors should be used for these

purposes. The best (but most costly) practice is to use at least one return

conductor for every signal conductor. The mutual inductance between the pairs of

conductors produces a low impedance return path just as described earlier.

Some multiconductor cables contain groups of twisted pairs. Using such a pair for

signal and return gives even higher mutual inductance, lower impedance returns,
and reduces the loop area between the condi'ctors. Shielded twisted pairs in

multiconductor cable are even better, but each increment of improvement exacts

cost and weight penalties.

Ribbon cable can be regarded as a special class of multiconductor cable. Various
methods of providing ground returns for ribbon cable are shown in Figure 39.
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CROSSTALK IS AFFECTEV BY:
I. FREDUECV (RISE TIME) OF SIGNAL
2. CABLE LENGTH
3. TERMINATING IMPEDANCES OP ALL WIRES
4, GEDMETR OF SIGNAL AND GROU-ND WIRES

000 0 0 0 0 0 SINGLE GNP

0 {0 0 0:O 0 0 0ALENTGP
Twi';rEPPAMR

.0 0 0 GND PLANE

0 0 ALTERNATE GND/GROuIP
PLANE

: " REDOMED;_,________ LR35STALK

FIGURE 39. RIBBON CABLE

Shielded Twisted Pairs. One method not shown in Figure 39 is to provide two
ground conductors between every active conductor. Each active signal conductor
then has its own pair of shielding returns, one on either side, which it does not
share with any other conductor. This technique is helpful in reducing crosstalk
in ribbon connectors.

*! If there are unused conductors in a multiconductor cable, they should be either
terminated or left open at both ends (termination is preferable), but not left
open at one end. Connecting such a conductor to ground at one end turns it into
an antenna at some frequency, with a resulting large increase in both emission

I and susceptibility.

For many applications below 100 kHz the shielded twisted pair is an effective way
of handling signal and data transmission. The methods used for handling shields,
terminations, and their connections to ground are, as before, critical to
shielding effectiveness. In Figures 40 and 41 are shown the results of a test at

6 50 kHz under various termination conditions, with the measured attenuation
(shielding effectivness) In dB.
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Transfer Impedance. In the literature, the term transfer Impedance is

sometiwes used. Transfer impedance is the ratio of voltage Induced on the center

conductor to the current on the outside of the shield.

Measurement of transfer impedance can be difficult, but in theory it is an

effective method of comparing one cable to another. For typical coaxial cables,

transfer impedances are found to be about 10 milliohms per meter of cable length.

Transfer impedance has been used primarily by the nuclear weapons community for

measurements of cable susceptibility to the nuclear electromagnetic pulse. The

concept has not been widely used in the EMC community. Difficulties have been
described by various authors in relating transfer impedance to shielding

I %effectiveness. Shielding effectiveness, which simply relates the emission or

susceptibility of a shielded cable to an unshielded conductor, is a

straightforward and repeatable method of comparing cables.
.5"

Filtering and Bypassing of Cables. General methods of filtering and4 bypassing are covered in other sections of this guideline. Several techniques
are, however, specific to cables and their connectors.

Shielded cables can be passed through a ferrite toroid, forming a single or

multiturn choke, effective at >igh frequencies in suppressing cable shield

currents by increasing the shield impedance to currents flowing on the outside of

* the shield. The flow of current on the inside of the shield is unaffected.

Various manufacturers supply multicopdurctor cable connectors with built-in

bypasses, either of the feedthrough type, or in the form of small disc ceramic

capacitors. Such bypassing is often helpful in reducing cable emission and

susceptibility. Caution must be exercised so that operation of the equipment is

not adversely affected by the additional capacitance. It should also be noted

that such capacitors can become self-resonant at frequencies of several hundred
megahertz, resulting in very low line to ground impedances at the resonant

frequency and ineffective bypassing above the resonance. (See Figure 44 in the

Bypassing section).

Useful Frequency Ranges for Various Transmission Lines. The useful ranges

of several cable types are given in Figure 42. "Twisted pair" and "shielded

twisted pair" include that type of cable when incorporated into a multiconductor

cable.

5
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WAVE GUIDE

TWISTED PAIR OR /NORMAL £_SPECIAL

SHIELDED TWISTED PAIR LIMIT APPLICATIONS

Z__ SPEC IRL
ZI NORMAL APPLICATIONS

LIMIT I I

DC IkHz 10kHz 100kHz IMHz 18MHz 108MHz 1GHz 10GHz

FREQUENCY

FTCURE 42. USEFUL FREQUENCY RANGF FOR TARIO!IS TRANSMTSSION LINES

BYPASSING. Bypassing, also referred to es decoupling, is the shunting to

ground of high frequency components on a signal line by connection of a capacitor

fro line to ground. Because the capacitor has an increasingly low Impedance at

higher frequencies, high frequencies are effectively removed from the signal

line, while low frequencies remain relative]iy unaffected.

The equivalent circuit of a capacitor is shown in Figure 43. Series and shunt

losses are represented bv R1 and R2 . Series Inductance is represented by L which

has q ver, significant effect upon the performance of the capacitor.

R1 C

•~ R2

FTCI(PF 43. -()U.TVATTYNT CTPC!IT vOT A CAPACITOR

O
The series inductarce can be attributed to lead inductance and the Internal

capacitor structure. At sone frequencl, the series combination of r, and L becomes

resonant, nrnviding very low impedance and effective shunting. Above this self-

resonant frequency the impedancp is an ircreasing inductive reactance, and the

"* Bvpassing Beromes ineffective.

Self-resonance can occur at relativ,"," low Frequencies. For example, a typical

* 0.1 MF paper capacitor is self-resonant at ?.5 MYJz. The impedance of such a

*, capacltnr in shown ir Figure 44.

52

%' A

~~~~~~ A- I00:05 Idrt Y~ml.k LA J.-



0
w 2
W2

CL

0

5 2 3 4 5 G 7

FREQ.,MHZ

FIGURE 44. EFFECT OF FREQUENCY ON THE IMPEDANCE OF
A O.Ipf PAPER CAPACITOR

The approximate usable frequency ranges for a variety of capacitor types ai
shown in Figure 45.

%

APPROXIMATE USABLE FREQ RANGES FOR VARIOUS TYPES OF CAPACITORS

LOW FREQ. MED. FREQ. HIGH FRE.

iMICAGLASS & LOW-LOSS CERAMIC

PAPER & METALLIZED PAPER

HIGH-K CERAMIC

* NOTE: DASHED LINES INOICATE
'AL ELECTROLYTIC VARIATIONS DUE TO

CONSTRUCTION TECHNIQUE,
* I ICAPACITANCE VALUES.ETC.

TAN TALUM ELECTROLYTIC

IMYLARA,

L POLYSTYRENE -
.O f I 10. I00. I. I0. 100. 1000. 10000.

K HZ - -MMz ,1

APPROXIMATE USABLE FREQUENCY

0 FIGURE 45. APPROXIMATE USABLE FREQUENCY RANGES FOR
VARIOUS TYPES OF CAPACITORS
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Because no single capacitor can provide satisfactory bypassing over a wide range
of frequencies, an effective practice is to use two different capacitors In

* parallel. Good results are obtained when the capacitors are different in value by

two orders of magnitude. For example, a 0.1 pf paper capacitor paralleled by ai 0.001 pf ceramic will give good bypassing from audio frequencies to 35 MHz, where
the small capacitor becomes self-resonant.

1BOARD COMPONENT LOCATION. Component location can be important in minimizing

radiation from printed circuit boards, and also in avoiding unwanted coupling
among circuits on the board.

Clock chips and quartz crystals should be centrally located among the circuits

they serve. This keeps the clock traces short. The traces themselves should be
wide and near ground. A width to height ratio of at least 1:1 is desirable. The
case of a quartz crystal should be laid down horizontally against a ground plane,
rather than standing up vertically. Crystal cases should be grounded, not

4floating.
Components capable of generating magnetic fields should be located carefully with

respect to other components which are susceptible to magnetic fields. Relays,
inductors and toroids are cases in point. Mounting such components so that their
fields are at right angles can reduce coupling.

High current devices should be located near their source of power. This practice
will minimize the length of traces carrying high current.

The various types of grounds should be separated. More details on this subject

are to be found in the grounding section.

Great care should be given to the reduction of loop area. Control of loop area is
one of the most important aspects of EMI control in all electronic systems.

Bypassing should be arranged so that at least one bypass capacitor occurs for

every three or four IC's. More bypassing may be necessary.

It is good practice to leave room on the board for additional capacitors in case
add-on EMI control becomes necessary.

BOARD COMPONENT DENSITY. Higher board component density can be achieved by

using narrow traces run close together. Unfortunately, this also increases the

radiation from the traces and increases the crosstalk between traces.

One helpful aspect of high component density is that trace length is reduced,

causing a decrease in both radiation, crosstalk and susceptibility.
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Magnetic field coupling can occur between closely spaced relays, toroids and

inductors, as mentioned in the preceding section. In some cases electric field

coupling can also occur.

Thermal problems can occur from heat dissipated by IC's and by resistors, given

a sufficiently great component density.

SOURCE OF NOISE. Fast rise time signals are the principal source of noise in
digital systems.

High frequency clocks, digital logic circuits, switching power supplies, and

rectifiers are examples of devices which generate fast rise time signals. Clocks

and logic circuits generally produce radiated emissions. Switching power

supplies and rectifiers cause conducted emissions.

Other possible sources of noise are relay contacts, switches, and thermal

devices. All of these switching mechanisms can produce extremely fast rise time

signals with radiation up to many megahertz, although the duty cycle or
repetition rate is usually low. Diodes should be connected across relay coils to

,' reduce noise from the collapse of field in the coil.

The highest frequency related to a fast rise time pulse is given approximately

by.

fmax = --------

IT tr

where tr is the pulse risetime.

Note that the frequency given by the approximation above is not, in fact, the
highest frequency. However, harmonics above fmax fall off at a rate of 40 dB per

decade or 12 dB per octave.

The frequency spectrum of a signal is related to its time domain description

through the Fourier transform. The time domain representation of a symmetrical
trapezoidal pulse is shown in Figure 46, and the corresponding frequency domain
representation, or Fourier transform is shown in Figure 47.
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A = AMPUTUDE

'- -! d = PULSE WIDTH

If = RISE TIME

IT =PERIOD

[m tr I
I I

Ir t
'f/

~FIGURE 46. YMMETRICAL TRAPEZOIDAL PULSE
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FIJGURE 47. FOURp *tRANSFORM OF S)YNIETRICAL TRAPEZOIDAL PULSE
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,,: ESD TESTING PRACTICES

INTRODUCTION. ESD, or electrostatic discharge, is the familiar phenomenon we
have all experienced in stroking the back of a cat, or touching a metal door knob
on a cold winter day after crossing a carpeted room. Some typical methods of
generating electrostatic voltages are shown in Figure 48.

MElectrostatic Voltages
M a oStatic Generation

13 to 20 Percent 65 to 90 Percent
Relative Humidity Relative Humidity

Walking across carpet 35.000 1,500

Walking over vinyl floor 12000 250

Worker at bench 6,000 100

Vinyl envelopes for work 7,000 600

instructions

Common Poly bag picked up from 20,000 1,200
bench

Work chair padded with poly- 18,000 1,500urethane foam

000-HDBK-263
2 M ay 1980

FIGURE 48. TYPICAL ELECTROSTATIC VOLTAGES

Transfer of electronic charge is at the heart of this effect, and the
% accumulation of charge on the human body, or upon objects, can generate voltages

up to several tens of kilovolts. When the accumulated charge is eventually
f,. redistributed via a discharge arc, the fast rise time pulse that results can have

adverse effects on susceptible electronics equipments, ranging from upset to
damage.

SI

f. Aircraft are well suited for the generation of ESD. Relative humidity is often
low, so that accumulated charge cannot slowly and harmlessly leak off without an

.e arc; the decrease of atmospheric pressure with altitude somewhat decreases the
insulating properties of air; and the motion of the aircraft through the air can

F. cause an accumulation of charge. Finally, the movements of passengers and crew
* can cause charge accumulation in the same way as on the ground. Discharges from

passengers or crew to metallic objects in the cabin can generate a field which

may couple to cables routed behind decorative panels.V
S7
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* DESCRIPTION OF THE ESD PULSE. The typical ESD pulse Is a double exponential,

similar in shape to a lightning pulse, but with much faster rise and fall times.

The 10 percent to 90 percent rise time is often taken to be 2 nanoseconds. The

time to decay to 50 percent of the peak value is about 200 nanoseconds. This

pulse is shown in Figure 49, along with definitions of the resistive phase, the

time of arc breakdown, and the decay phase. For easier analysis the pulse can be
- approximated by a triangular waveform as shown in Figure 50. The frequency

, domain characterization of the pulse is also shown in Figure 50, and it can be

seen that significant amounts of energy appear well iito the VhF region. The ESD

pulse is inherently broadband, and susceptible equipment must be protected

against it from very low frequencies to several hundred megahertz.

1. RESISTIVE PHASE - t

2. ARC BREAKDOWN tr

3 DECAY PHASE- tf

< 4
-I 3

.- I - TIME
tr

SBANDWIDTH SHOULDER

0
01

't t=,-J

I I f

LOG (FREQ.)

F:.

-.4

. . .. . . .. . .*... . . . . . .. , .. ," - , '.,", - ", " F- -.' S'''-\ ': i ,'' . -.'

VI"P. 49. I-c,]. VO T (: P A D W A T



6. 200 ns

d8 '8 ~ CS'Aof ie

0T
- I

Let to I S ec, T

A * 12KV

4 a 73 7 193 7

r1 51 5MHz 73 7 193 7

d '2 159 MHz 337 1537

SI10 GHr

FIGURE 50. ESD VOLTAGE PREDICTION

This broadband pulse is capable of exciting resonances in nearby structures, and

the resulting response is a damped sinusoid, as shown in Figure 51. The frequency
of resonance is determined by the susceptible structure itself.

,, ~ ~~~ i ,: I ' ' i i ;

SdB -20o-0
-40

0, 01

(2) , ae sin 91

-60

FREQUENCY

p) F _ . 0

where o. 2,1

%. (21) . -1

20 j o .

FIGURE 51. TIME TO FREQUENCY DOMAIN TRANSFORM FOR

*l DAMPED SINUSOID WAVEFORM
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DIRECT DISCHARGE ESD. An arc from the hand to a susceptible device is called
direct discharge. The human body, for ESD purposes, can be modeled as a simple
series R-C circuit, as shown in Figure 52.

^ R

If = RC

E = 1/2 CV2

PARAMETER LOW HIGH TYPICAL

R 5 100 kO 1-4 ko

C 25 pf .003 ut 100-150 pt

V 1 kv 30 kv 8-12 kv

tr 125 p sec 300 u sec 1-6 n sec

E 100 uJ 1.3 J 3-10 mJ

FIGURE 52. HUMAN~ ESD MODEL ING

For the simulation of an electrostatic discharge, an ESD simulator like that
shown in Figure 53 is used. The energy stored in the human body or in the ESD
simulator is given by 1/2 CV2 , where C is the capacitance and V is the voltage.
This energy is in joules or watt-seconds and for a 100 pf capacitor charged to 12
kV, the energy delivered to the device under test is 0.007 joules. This energy
can be compared to the energy specification of the device, if given, to see if
there is danger of damage. The time required for the voltage to decay to l/e (37
percent) of its initial value is given by t = RC, in this case 0.15
microseconds.

In many cases upset rather than damage is the result of this kind of discharge,
and this condition is best checked during actual operation of the system under
test. Repeated discharges will sometimes cause upset when a single discharge does
not. A single discharge may occur in the time between data bits, whereas a
repeated discharge has a good chance of occurring at the time of a data bit
transmission and can cause a loss or alteration of data.
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Charge Discharge Non-induclive resistance
., Position Position 1 5<( 51o

Current
Limiting Bounceless Switch

Resistor

0 - 15,000 volts DC
Variable High Voltage Item Under

Power Supply

Capacitance
100 pF 51

NOTE: Test voltages are measured across the capacitance.

The capacitor shall be discharged through the series
resistor into the item under test by maintaining the
bounceless switch to the discharge position for a time no
shorter than required to decay the capacitor voltage to less
than 1 percent of the test voltage or 5 seconds, whichever

* is less. Power supply voltage shall be within a tolerance
ot ± 5 percent of test voltage.

FIGURE 53. ESD TEST CIRCUIT

Many solid state devices are very susceptible to permanent damage from ESD
incidental to handling. Careful training of installation and maintenance
personnel, and adherence to handling procedures is required to avoid damage. CMOS
integrated circuits are known to be particularly subject to damage by
mishandling, both as isolated components and when installed on circuit boards.
For the proper handling procedures for ESD sensitive components, much useful
information can be obtained from ESD Control in the Manufacturing Environment,
published by the Department of Defense Reliability Analysis Center. Military
Handbook DODHDBK-263, Electrostatic Discharge Control Handbook for Protection of
Electrical and Electronic Parts. Assemblies and Equipment is also of use.

Figures 54 through 56 list a wide variety of electronic devices, grouped by their
sensitivity to the voltage of an electrostatic discharge. Figures 57 and 58 show

the failure mechanisms that occur in various devices from ESD exposure.

Testing for direct discharge effects is performed as shown in Figure 59. In the
laboratory, the AC power would be provided as shown. On board an aircraft, it is
probably more convenient to power the ESD simulator from batteries. Systems are
best checked by operating them and watching for upset or damage when the ESD

* pulse is applied.

The effects of ESD on a digital system can range from missing data, to a
condition requiring reset of the system, to damage requiring the replacement of
parts.

a,
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%. CLASS 1: SENSITIVITY RANGE 0 TO 51000 VOLTS

* Metal Oxide Semiconductor (MOS) devices including C, D, N, P, V and other MOS technology without
protective circuitry, or protective circuitry having Class 1 sensitivity

Operational Amplifiers (OP AMP) with unprotected MOS capacitors

Junction Field Effect Transistors (JFETs) (Ret.: Similarity to MIL-STD701 Junction field effect, tran-
sistors and junction field effect transistors, dual unitized)

Silicon Controlled Rectifiers (SCRs) with Io<0 175 amperes at 1000 Celcius(OC) ambient

temperature (Ref.: Similiarity to MIL-STD-701: Thyristors (silicon controlled rectifiers)

Precision Voltage Regulator Microcircuits: Line or Load Voltage Regulation <0.5 percent

Microwave and Ultra-High Frequency Semiconductors and Mlcrocircuits:
" Frequency >1 gigahertz

* Thin Film Resistors (Type RN) with tolerance of <0.1 percent; power>0.05 watt

# Thin Film Resistors (Type RN) with tolerance of >0.1 percent; power 0.05 watt

0% e Large Scale Integrated (LSI) Microcircuits including microprocessors and memories without pro-
tective circuitry, or protective circuitry having Class 1 sensitivity (Note: LSI devices usually have
two to three layers of circuitry with metallization crossovers and small geometry active elements)

* * Hybrids Utilizing Class 1 parts

*/i FIGURE 54. LIST OF ESD PARTS BI PART TYPE (Class 1)

%,•

CLASS 2: SENSITIVITY RANGE>1000 TO_4000 VOLTS

* MOS devices or devices containing MOS constituents including C, D, N, P, V, or other MOS
* technology with protective circuitry having Class 2 sensitivity

* Schottky diodes (Ref.: Similiarit! to MIL-STD-701: Silicon switching diodes (listed in order o increasing

trr)
* Precision Resistor Networks (Type RZ)

*i * High Speed Emitter Coupled Logic (ECL) Microcircuits with propagation delay 1 nanosecond

Transistor-Transistor Logic (TTL) Microcircuits (Schottky, low power, high speed, and standard)

• Operational Amplifiers (OP AMP) with MOS capacitors with protective circuitry having Class 2
sensitivity

* LSI with input protection having Class 2 sensitivity

0

,-. •Hybrids utilizing Class 2 parts

FIGURE 55. LIST OF ESD PARTS BY PART TYPE (Class 2)
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CLASS 3: SENSITIVITY RANGE >4000 TO <15,000 VOLTS

o Lower Power Chopper Resistors (Ref.: Similarity to MIL-STD-701: Silicon Low Power Chopper
Transistors)

* Resistor Chips

* Small Signal Diodes with power < 1 watt excluding Zeners (Ref.: Similarity to MIL-STD-701: Silicon
Switching Diodes (listed in order of increasing trr)

e General Purpose Silicon Rectifier Diodes and Fast Recovery Diodes (Ref.: Similarity to MIL-STD-701:
Silicon Axial Lead Power Rectifiers, Silicon Power Diodes (listed in order of maximum DC output

current), Fast Recovery Diodes (listed in order of trr)

* Low Power Silicon Transistors with power < 5 watts at 250C (Ref.: Similarity to MIL-STD-701: Silicon
Switching Diodes (listed in order of increasing trr), Thyristors (bi-directional triodes), Silicon PNP
Low-Power Transistors (Pc < 5 watts TA = 25°), Silicon RF Transistors)

* All other Microcircuits not included in Class 1 or Class 2

* Piezoelectric Crystals

e Hybrids utilizing Class 3 parts

* DOO-HOBK-263
2 May 1980

FIGURE 56. LIST OF ESD PARTS BY PART TYPE (Class 3)

Part Constituent Part Type Failure Mechanism Failure Indicator

MOS Structures MOS FE" (Discretes) Dielectric breakdown from Short (high leakage)
excess voltage and subse-

MOS ICs quent high current

Semiconductors with metal-
ization cross-overs

Digital ICs (Bipolar and
MOS)
Linear 'Cs (Bipolar and
MOS)

MOS Capacitors
Hybrids
Linear ICs

Semiconductor Junctions Diodes (PN, PIN, Schottky) Microdiffusion from micro-
plasma-secondary

Transistors, Bipolar breakdown from excess
energy or heat

Junction Field Effect
Transistors Current filament growth by

silicon and aluminum diffu-
Thyristors sion (electromigraIion)

Bipolar ICs, Digital and
Linear

i Iput Protection Circuits on:
Discrete MOS FETs
MOS ICs

FIGURE 57. PART CONSTITUENTS SUSCEPTIBLE TO ESD
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Part Constituent Part Type Fallu-! Mechanism Failure Indicator

. Film Resistors Hybrid ICs: Dielectric breakdown voltage Resistance shift
Thick Film Resistors dependent-creation of new
Thin Film Resistors current paths

Monolithic IC-Thin Film Joule healing-energy de-
Resistors pendent-destruction of min-

ute current paths
Encapsulated Film Resistors

Metallization Strips Hybrid ICs Joule heating-energy depen- Open
dent metallization burnout

Monolithic ICs

Multiple Finger Overlay
Transistors

Field Effect Structures LSI and Memory ICs employ- Surface inversion or gate Operational degradation
and ing nonconductive quartz or threshhold voltages shilts

Nonconductive Lids ceramic package lids es- from ions deposited on sur-
pecially ultraviolet EPROMS face from ESD

Piezoelectric Crystals Crystal Oscillators Crystal fracture from Operationa; degradation
mechanical forces when ex-

Surface Acoustic Wave cessive voltage is applied
Devices

Closely Spaced Surface Acoustic Wave Arc Discharge melting and Operational degradation
Electrodes Devices fusing of electrode metal

Thin metal unpassivated, un-
protected semiconductors
and microcircuits

FIGURE 58. PART CONSTITUENTS SUSCEPTIBLE TO ESD (Con't)
.1,

.. FACILITIES POWER

~UNDER
-" TEST

V..

I 1SOLA1TON TRANSFOkM R GOUND WtRE

POWERUNE FILTERo
* AND/OR CONriTIDNER

¢.,/¥SIM'ULATOR ESD "TEST PROBE

•o' WIRE' C NNECTION

FIGURE 59. ESD DIRECT FiISCHARC. EQUIPMENT CONFIGURATION

S--64

%'.W % %.- %-V V-



I

* RADIATED INDUCED ESD.

Prediction of Electric Fields. In the following example, we predict the
effects of an electrostatic discharge from the human hand to a metallic object in
the cockpit of a commercial transport. A cabin attendant comes forward, touches a
metallic object located one meter away from a susceptible item of equipment, and
causes a discharge to occur.

In this analysis we start with the triangular pulse approximation of Figure 50,
and use the chart in Figure 60 to guide the calculations.

Referring to the frequency column of Figure 60, we enter 1.58 MI-z as the
frequency at which we first calculate the radiated field of a 12 kV discharge. In
column 1 we enter 193.7 dBuV/MHz, the Fourier coefficient obtained in Figure 50.
In column 2 we enter -34 dB, which is a standard transfer function value to
convert from a voltage on a conductor to the electric field generated one meter
away. In column 3 we enter a figure in dB for the antenna factor, to determine
how efficient the source is as a radiator of energy. Basically this calculation
compares the level of radiation from a short antenna to that of a quarter wave-
length antenna at the same frequency. In this case, the entire human body is the
major part of the radiating circuit, and can be taken to be 2 meters. Using Note
3 in Figure 60, we calculate the antenna factor as 13.8 dB. Finally, in columns
4,5 and 6 we enter decibel values for the number of conductors carrying the
signal, for the distance from the discharge to the susceptible nearby equipment,
and for the height above ground of the radiating object. Values of zero dB have
been entered in each of these columns, indicating one conductor, a distance of I
meter, and a height above ground of 0.5 meters.

1 2. 3. 4. 5 6 7.
FREO Cn dBpv/MHz TF Ant, F. N D Height Result

I.__ /137 -34 -/..g 0 o o /-59
i _ 1. - _ _ _ _ _ _ _ _ _ ........ -__

I1. Freq versus ampt. in dB pv/MHz from trransform
2. TF = Transfer function that converts voltage on lead to E-field 1 meter from radiating

source =-34riB

3. Ant Factor for when radiator is less than A/4 in length - 10 Log f3/fx where f3,0 3 x 108/4v
= length of radiating lead, meters

4 # of leads carring same signal = + 10 Log N

5 Distance Factor = -20 Log D/1 meter
6 Height above ground surface compared tc .5 meters = 10 Log *5/H (meters)

FTCURE 60. PREDICTION OF RADIATED EMISSIONS
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The decibel values in columns I through 6 are now added to obtain the result in
* column 7, 145.9 dBuV/MHz. This value can be converted to a radiated field

strength:

or = 10(145.9/20) PV/meter/MHz

E = 19.7V/meter/MHz

To arrive at the magnitude of the field threatening a broadband device, we must
integrate the frequency domain plot of Figure 50 over the frequency range of
interest. Piecewise integration from dc to 1.58 MHz yields a value of 31.2 volts
per meter. This is the field value that would be seen by a device which cuts off
sharply at 1.58 MHz. Continuing the integration from 1.58 MIHz to 159 MHz gives an
additional field value of 1,550 volts per meter as the contribution from this
portion of the spectrum. The total field is the sum of the two plecewise
integrations, and is then 31.2 + 1,550 = 1,581 volts per meter per 159 MHz. This
is the field which would be seen by a broadband device having response from very
low frequencies up to 159 Miz. Above 159 MHz, the field strength decreases at a
rate of 40 dB per decade, and the contribution from this part of the spectrum is
negligible.

Prediction of Voltage Induced on a Susceptible Circuit The next part of
the problem is to calculate how much voltage might be induced on a susceptible
circuit by the field calculated above. For the susceptible circuit we will use a
printed circuit board into which a loop area has been inadvertently designed.
The loop acts as an antenna which responds to the field calculated above. We
assume loop dimensions of 4 inches by 6 inches, which could be created by a trace
around the periphery of the board. The induced voltage as a function of field
strength Is given by:

V(volts) = 2r E N A/A coso

F is the field strength; N is the number of turns in the receiving loop; A is the
area of the loop in square meters; Ais the wavelength; and 0 is the angle of the
loop with respect to the radiating field, and is usually taken to be zero for a
-'rst case estimate.

An effective way of combining the broadband field generated by the pulse, with
the response of the loop from dc to 159 MHz is to plot the field and the response
in dB on semilog paper, as in Figure 61. No values are shown above 159 MHz
because the induced voltage above that point is negligible. The generated E field
Is shown in the uppermost curve, and has the frequency distribution as in Figure
50. The loop response with an applied field of I volt per meter is shown in thelower curve, and shows a linear response with frequency with a slope of 20 dB per

decade. The curve for the induced voltage in the loop s found by combining the

applied field curve and the response curve, and from 1.58 MHz up shows a steady
value of 7.9 millivolts per MHz. When the curve in Figure 61 Is integrated over
the bandwidth to 159 MHz, we find that the total voltage to which a broadband
device would be exposed Is about 1.25 volts, which is in the upset range for TTL
devices.
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In the analysis it was assumed that the receiving loop was unshielded. Shielding
of the susceptible circuit will normally provide enough attenuation to reduce the
induced voltage to a non-threatening level. However, an increase in the original
12 kV discharge voltage, or a failure of shielding, a resonance condition in the
susceptible circuit, or a decrease in the distance from the discharge to the
susceptible equipment, can increase the induced voltage to the upset or damage
levels.

Testing for radiated induced ESD is performed on installed systems using an ESD
simulator while operating the systems undpr test and looking for upset conditions
or damage conditions.

160.0 dB FREQUENCY !N MHz

150. . - ' II -,9'~ ~ ~ ~ r 16 V e io y'

_ D
130.0 1 H INI

70t .0

7 50.e

flL I

40.0 - - ..

.1V 1.0M IO.00M 100.00 M
FIGURE 61. INDUCED VOLTAGE ON A LOOP FROM ESD

* ESD INDUCED VOLTAGES ON CABLES. When a discharge occurs to a cabinet which is
connected to a shielded cable, some of the discharge current flows to ground via
the cable shield. The noise of the discharge can be coupled to the cable center
conductor through the transfer impedance of the cable, or by direct coupling to
an exposed center conductor, in the case of improperly terminated shields, or
directly through the shield itself. Figure 62 shows a test arrangement used for

o the ESD testing of cables. In an installed system, the ESD simulator voltage

would be applied near the connectors at each end of a cable, and to as much of
the shielding between as is accessible.

In tests by the 3M Company, voltages larger than 500 volts could be induced on a
center conductor by ESD if one end of the shield was unterminated. When the
shield was terminated with a pigtail connection, the Induced voltage was reduced

to 16 volts, and when the proper 360 degree backshell termination was made, a
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further reduction to just over a volt occurred. These results point out both the
threatening nature of ESD, and the necessity of proper cable shield termination,
as outlined earlier in this report.

P~ml-r~L 4--METERil Is CM (61 1

I I AL _ CM _ _ _C_

A I G TA[ c PE AS EQUIPMENT UNDER TEST

-. . . .- - - - 1 E T O KEEST LEAO I N (EUT)
Fr OLL CL WI t

IASC DISCHARGE

7ES1 E~L~ S'4LL SIAORYE N 7A~

5 I 12 ) C IJII'VTERMINAL

NO P TE S I. TEST LE O PLUS LOOP SHOULD BE I METER AWAY FROM ANY

-CONDVCIINC 5nJRFACE INCLUDI r CEMN FLOOR. A WOOD~TQL( IS AN IDEAL TEST PLATFORM.

, U"N 'S CARE IS LESS TNf .15 MTES IN LNT,

lIkEw TEST PARALLEL SkRLL 9E SHORTER ANlD STARTED $4

FIGURE 62. ESD TEST CONFIGURATION (CABLE INDUCED)

PREDICTION OF ESD PHENOMENA

INTRODUCTION. A detailed analysis was given in the preceding section for the
prediction of the voltage which would be induced in a susceptible circuit when an
electrostatic discharge took place nearby. This procedure will be briefly
reviewed.

The procedure falls into four parts. First, the field at a distance of one meter
from the discharge is calculated. Later, if desired, the field strength can be

adjusted for distances other than one meter. A starting point for this field

calculation is the information contained in Figure 50.

Next, the susceptibility of the threatened circuit is calculated. Then the field
and the susceptibility curves are combined to produce a resultant curve of

induced voltage versus frequency. Graphical combining of the curves is most

readily performed on a semilog scale as shown in Figure 61.

The voltage induced in the susceptible circuit is found by converting from

decibel microvolts per meter per megahertz to volts per meter per megahertz.
Finally, the average value of the induced voltage over the frequency range is

found by integrating ever the entire spectrum of interest. After appropriate

adjustments are made for shielding or other attenuation factors, the induced
voltage can be compared to the upset and damage levels of the threatened circuit

or system.
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T% pical upSe t levels are 0.4~ volts for TTL, 5 to 25 mrillivolts for \ie6o
circuits, and 25 millivolts for analog circuits.

Nuch of this analysis can he more easily performed by ENCad software than by; theImanual procedure detailed above. EMCae, is a group of IBM PC compatil~e programls
useful in solving a wide variety of electromagnetic compatibility problems.

1,e fIrst use EMCad to preeict the field strength from a discharge. Next, we usc'e
r. a second prograw to predict the resporise of a susceptible circuit to a fedof

one volt per meter. Finally, just as ii, the manuial procedure, thep applIed field'
and the response are combined to predict the induced voltrage on the siusceptYi Ic

circuit. At thIS tiaire, the software will not acccmplisli this lis.t s-tep, wl-irl:
still must Ihe done Tranuelly.

W-. ~ Usirng !lYCad a number of examples of the effects of ESI) upon c.hl es and lainrscef-.

will ic t 'orl'ed out. In each case, we start with an unshielded catle or rc .
Assumhng upset levels of 0.6~ volts, typical. for TTL, we ca n then dleterTmine~ w-'at

-'P'0o-'rt Of calble or cabinet shielding, iF, required to prevent unset.

'yAN7pI j-s

oP,:ap Ie No . I . An, electrostati4c di1scharg;e of I? kV i-s applied to a -- ftr

li-ngt1 of cablle. One rmeter away, a susceptible wiring hanes2 Uet fr

~~pocsto the field generated 1,y the dicare --at IF the no ag sa
runct-le~n of frequencyv irduceed on the harness, and what is the total-1

.1UCIIOn a broadband device.

T son . -WaCd w e first pred'Icrt the field, strength- pereitated' b-y the('1rr'(4 ( mt r!c'e Of one r-eter. For ti-is prediction a nurib-er of Inruts, are f-d'e<d

Type of Pulse: TriangUlrr

Pulse Risetine: ' nanoseconds
Pulse Fal Time: 200 nanoseconds
Piulse- Repetition Rate: I 1
Pulse Amp itutde: 12 kilovoltFs
Cablle length:- 2 m-eters
Shieldeing of Cable: None
Niinber of Conductors in Cable: I
Mistance from signal to return-1: 2inchies
Dist;,nce fr-om signial to pground: 2inches
W ire Size: 18 AI-X
'rest Distance: I mreter

-l ev ( It jag field' as n func ticn of frequency Is shown i'r the upper cur,,(eo
Pi ';ure 61. The frequency is shown on the- logarithmlic borizontnl axis. The- fieldl
crrerhf is: in d~l rijcrovolts per meter per megahertz, on the linear vertical

(,-,t, t-sIrg a second propram, we predict the susceptIHil I t of a nearby circuit
to ain appliled field of I volt per mreter. The Inputs needed for this, Prediction
ar e
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Harness Length: 24 inches
Height above ground: 2 inches
Wire Size: 18 AWG
Source Resistance: 50 Ohms
Load Resistance: 50 Ohms

The voltage induced on the harness is shown as the lower curve in Figure 63. The

induced voltage is expressed in dB microvolts per megahertz, and it should be
noted that this is the induced voltage which would be produced by application of
a 1 volt per meter field.

At 100 kHz, the applied field is 120 dB microvolts per meter per megahertz, or

one volt per meter per megahertz. The resulting induced voltage at that frequency
is 28 dB microvolts per meter per megahertz, or 25 microvolts per megahertz.

Note that both the upper and lower curves have well defined regions in which the
slopes are either 10, 20, or 40 dB per decade. Once the starting point of the
induced voltage curve has been determined, the slopes of the two curves can be
added to rapidly find the slope of the resultant curve.

dB

I I"
-AM

7P. t -

r\

FREGUEtiCY iN M

FIGURE 63. VOLTAGE TNIDUCED ON 2-FT. HARNESS
* FROM A 2 METER ESD SOURCE
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The resultant curve is shown between the other two curves on the left of Figure
63. At 40 MHz it crosses below the 1 volt per meter response curve. It can be
seen that the maximum induced voltage occurs in the 25 MHz region, where the
value is 78 dBuV/MHz or about 8 mV/MHz.

Piecewise integration of each section of the induced voltage curve, followed by
addition of the values obtained, yields a total voltage of 1.4 volts. This is the
voltage that would be induced on a broadband device with a response to 1 GHz.

,. Even if the response cuts off at 160 MHz, the induced voltage will be about 0.75
volts, which is highly likely to cause upset in a TTL device.

Further Examples. The preceding calculation has been repeated for cable
lengths of 3, 4, and 5 meters. That is, the electrostatic discharge is applied to
cables of those lengths. All of the other input parameters were kept constant.
The characteristics of the harness also have been kept the same as in the first
example. The results are shown in Figures 64, 65, and 66.

',1H1 2 ---;s -~- - -- 1
" ""2.° - i

5 21

I L

V__I i

12 .3 .100. 00M 1000.'

4 FREQUENCY IN MHz

FIGURE 64. VOLTAGE INDUCED ON 2-FOOT HARNESS FROM A 3-METER ESD SOURCE
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FIGURE 66. VOLTAGE INDUCED ON 2-FOOT H-ARNESS
FROM A 5-METER ESD SOURCE

The shape of the induced voltage curve is nearly the same in every case. The main

effect of increasing the length of cable exposed to the discharge is to increase

the radiated field level by a few dB with each increment of length. For

frequencies up to 10 or 20 MHz, the excited cable is short compared to

wavelength, and is a relatively inefficient radiator. At the point in the

* frequency spectrum where the cable is of significant length to radiate

efficiently, the ESD pulse is beginning to decrease in amplitude. The net result

• :-'of these two effects is to create an induced voltage peak at about 25 MIIHz in each

case.

In all of these examples, the susceptible harness was unshielded. Shielding can
he accomplished by putting the harness in a braided cable shield, or enclosing it

within a cabinet. In either case, the shielding will be sufficient to reduce the

induced voltage to a negligible level. For example, a standard braid will provide

70 dB of shielding to one megahertz, decreasing at 20 dB per decade above one

megahertz, until a residual value of 20 dB Is reached up to several gigahertz, as

shown in Figure 67.
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, Any ord-Tiary cabinet with ventilating holes will also provide adequate shielding,
. as long as slot radiators, caused by lack of contact on seams between fasteners,
" are avoided.

In the absence of shielding, FSD represents a serious hazard. As a final example,
we will predict the voltage induced on a coaxial cable which has been improperly

terminated in a pigtail connection rather than a full 360-degree connection to
the backshell.

In this example, a 12 kV discharge is applied to a 2-meter length of cable as in
the first example. The resulting field is sh3wn in the upper' curve of Figure 68.

The response of the one inch of exposed center conductor is also shown, as is the

-" induced voltage response curve, which is, as before, the combination of the other
*" two.

4 The induced voltage curve is reproduced in Figure 69. The voltage induced is on

the order of 70 millivolts for a broadband device with response tc about 300 MHz.
This level could be troublesome for wideband video or analog circuits, although
it is probably below the upset level for logic circuits.

Then the curve for braided shielding of Figure 67 is combined with that of Figure

69, the lower curve in Figure 69 is obtained, showing the dramatic improvement in
ESD response when the cable shield is properly terminated. Now there is complete
protection against even stronger ESD fields than were generated in this example.
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FIGURE 68. INDUCED VOLTAGE ON A 1-INCH PIGTAIL FROM

A 2-METER ESD SOURCE
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FIGURE 69. COMPARISON OF ESD INDUCED VOLTAGE
ON A PIGTAIL AND 3600 BACKSHELL
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ESD TESTING RECOMMENDATIONS. RTCA DO-160B Environmental Conditions and Test
Procedures for Airborne Equipment specifies several tests for transient voltages
in Section 17, Voltage Spike and Section 19, Induced Signal Susceptibility. In
addition to those tests, it is recommended that ESD tests be performed because of
the flight critical nature of new systems, and the high susceptibility of
broadband logic devices to ESD phenomena.

The specific ESD test recommendations for flight critical systems are as follows.

Equipment, systems, and installed systems should be ESD tested according to the
following table:

Failure Mode ESD Test Level Simulator Circuit Values
Soft 8 kV 150 pf 1200 ohms
Hard 12 kV 150 pf 1200 ohms
Damage 25 kV 150 pf 1200 ohms

A soft failure is one which causes an alteration of data or missing data. A hard
failure is one which requires a reset of equipment. Damage requires repair or
replacement of a system, subsystem, or component.

All tests should start at the 2-kV level, and should be advanced in 1-kV
* increments until a failure occurs, or the specified level is reached without

failure.

GENERIC DIGITAL DEVICES EMISSIONS

CASE SHIELDING AND POWER LINE FILTERING Many different types of digital devices
are used to control the timing and processing of digital data. Pulse rise times
of 2 to 10 nanoseconds are common. The fast rise pulses generated and processed
in logic devices are the principal sources of noise in digital systems.

Although the number of possible system designs for data processing and control in
aircraft is extremely large, most cf these systems share features which can be
characterized in terms of their potential for electromagnetic noise generation.
Some of the dominant features are the type of logic family used, the physical
arrangement of PC cards and mother boards, and the shielding enclosures. A rather

typical arrangement will be described in the following section. This arrangement
Is typical of existing practices in data processing equipment, and is expected to
appear increasingly in avionics as data processing becomes an ever larger part of
the avionics package.

Description Of A Generalized Data Processing Unit. A typical data processing
unit might consist of a card cage containing up to 16 PC cards, each connected to
a mother board. One of the cards will contain the high frequency clock used to
generate timing pulses. Distribution of the clock pulses takes place on

*6 microstrip lines on the cards. These lines extend through connectors co the
. mother board and then to other cards.

The microstrip lines are typically designed to have a characteristic impedance of
93 ohms. On a glass-epoxy C-10 material board with a thickness of 0.032 inches
and a dielectric constant of 4.5, the trace width will be about 0.015 inches.
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Each PC card could have as much as 3 inches of trace length, the length on the
mother board could be about 14 inches, and for a worst case analysis, we can
assume 16 independent traces, each having a total length of 20 inches.

An off-to-on voltage of 5 volts has been assumed as typical of most logic

circuits.

For the model to be analyzed, clock frequencies of 8 and 25 MHz were chosen. In

the current state of digital systems development, these frequencies are neither
very high or very low, and may be considered representative.

The frequency spectrum of a pulse is related to its time domain description

through the Fourier transform. The mathematics of the Fourier transform may be
found in most advanced calculus or engineering mathematics texts. Some of the
features of the Fourier transform of a symmetrical trapezoidal pulse are shown
in Figure 47. For many typical rise times and flat tops, harmonics up to the
second or third will decrease at a rate of 20 dB per decade, relative to the
fundamental frequency. Higher harmonics decrease at a rate of 40 dB per decade,
and can rapidly become of negligible amplitude unless microstrip line or cable
resonances occur. Although Figure 47 suggests a continuous noise spectrum, for
clock pulses, which are the dominant no!.se source, noise will appear only at
harmonics (integer multiples) of the fundamental clock frequency.

I

In this model, any of the parameters can be changed through application of the

scaling laws developed in an earlier part of this report dealing with board level
S. radiated emissions.

Table I shows the rise times associated with various commonly used logic
families. These rise times were taken from data sheets in the National
Semiconductor Corporation catalogs. While not every device in a given logic
family has the rise time indicated, the values shown are representative.

TABLE 1. TYPICAL RISE TIMES FOR DIGITAL DEVICES

Logic Family Rise Time, ns.

TTL 10

LSTTL 10
ALS 2
SCHOTTKY 5
HCMOS 4
ECL 2
AS 3

FAST 2

Analysis of the described model was performed using EMCad® software, a computer
program which has been found to yield accurate results for electromagnetic
compatibility analysis over a long period of time and for many different types of
systems.

Radiated emission analyses for the various digital logic families are given in
Tables 2 through 6 for the 8 MHz clock. Tables 7 through 11 show the results for

the 25 MHz clock.
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TABLF 2. RADIATED EMISSIONS FOR ALS, ECL AND FAST LnGIC,

8 MHz CLOCK

EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANALYSIS PREDICTS THE RADIATED EMISSIONS FROM PRINTED
CIRCUIT BOARD TRACES AND IS BASED ON THE EMISSION REQUIREMENTS OF
NB RTCA DO-160B
COMPANY: CK CONSULTANTS
PROJECT: DIGITAL SYSTEMS EMISSIONS-FAA
SIGNAL NAME: 8 MHZ CLOCK
DATE (M/D/Y): 4-27-87
ANALYSIS PERFORMED BY: RAM

THE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

WAVEFORM RISE/FALL TIME: 2 NANOSEC
WAVEFORM FREQUENCY OF OSCILLATION: 8 MHZ
WAVEFORM AMPLITUDE (V OR A): 5 VOLTS
LENGTH OF TRACES: 20 INCHES
TYPE OF RETURN (ADJACENT, STACKED, GROUND PLANE): GROUND PLANE
NUMBER OF TRACES: 16
DISTANCE BETWEEN SIGNAL AND RETURN: .032 INCHES
TRACES WIDTH: .015 INCHES
DIELECTRIC CONSTANT 4.5
DISTANCE TO GROUND OR GROUND PLANE: .032 INCHES
TEST (MEASUREMENT) DISTANCE: 1 METERS

---- PREDICTED EMISSION LEVEL----
. FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS

8.0 MHZ 89 92 95 37 58 OUT
25.0 MHZ 84 87 90 35 55 OUT
2.. 5.0 MHZ 84 87 90 35 55 OUT

147.6 MHZ 77 80 83 47 36 OUT
159.2 MHZ 76 79 82 47 35 OUT

F:" HIGH RISK CUT OFF FREQUENCY = 7.5 GHZ
* NOMINAL CUT OFF FREQUENCY = 10.5 GHZ

WORST CASE CUT OFF FREQUENCY = 14.9 GHZ
LARGEST RECOMMENDED HOLE SIZE = 1.008601E-02 METERS. (0.397")

1. 80
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TABLE 3. RADIATED EMISSIONS FOR AS LOGIC, 8 MHz CLOCK

EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

"* THIS EMCAD ANALYSIS PREDICTS THE RADIATED EMISSIONS FROM PRINTED
CIRCUIT BOARD TRACES AND IS BASED ON THE EMISSION REQUIREMENTS OF
NB RTCA DO-160B
COMPANY: CK CONSULTANTS
PROJECT: DIGITAL SYSTEMS EMISSIONS-FAA
SIGNAL NAME: 8 MHZ CLOCK
DATE (M/D/Y): 4-27-87
ANALYSIS PERFORMED BY: RAM

THE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

WAVEFORM RISE/FALL TIME: 3 NANOSEC
WAVEFORM FREQUENCY OF OSCILLATION: 8 MHZ
WAVEFORM AMPLITUDE (V OR A): 5 VOLTS

LENGTH OF TRACES: 20 INCHES
TYPE OF RETURN (ADJACENT, STACKED, GROUND PLANE): GROUND PLANE
NUMBER OF TRACES: 16
DISTANCE BETWEEN SIGNAL AND RETURN: .032 INCHES
TRACES WIDTH: .015 INCHES
DIELECTRIC CONSTANT 4.5
DISTANCE TO GROUND OR GROUND PLANE: .032 INCHES

- TEST (MEASUREMENT) DISTANCE: 1 METERS

-------------------------------------------------------------------------------------

---- PREDICTED EMISSION LEVEL----
FREQUENCY HIGH RISK NOMiNAL WORST CASE SPEC LIMIT STATUS

8.0 MHZ 89 92 95 37 58 OUT

25.0 MHZ 84 87 90 35 55 OUT
25.0 MHZ 84 87 90 35 55 OUT

106.1 MHZ 78 81 84 45 40 OUT
N 147.6 MHZ 74 77 80 47 33 OUT

* HIGH RISK CUT OFF FREQUENCY = 7.5 GHZ
NOMINAL CUT OFF FREQUENCY = 10.5 GHZ

4 WORST CASE CUT OFF FREQUENCY 14.9 GHZ
LARGEST RECOMMENDED HOLE SIZE = 1.008601E-02 METERS. (0.397")

I
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TABLE 4. RADIATED ENISSIONS FOR HCMOS LOGIC, 8 MHz CLOCK

EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANALYSIS PREDICTS THE RADIATED EMISSIONS FROM PRINTED
CIRCUIT BOARD TRACES AND IS BASED ON THE EMISSION REQUIREMENTS
OF NB RTCA DO-160B

COMPANY: CK CONSULTANTS
PROJECT: DIGITAL SYSTEMS CONDUCTED EMISSIONS-FAA
SIGNAL NAME: 8 MHZ CLOCK
DATE (M/D/Y): 4-27-87
ANALYSIS PERFORMED BY: RAM

-J

.1

THE INPUT VARIABLES USED FOR THI3 ANALYSIS ARE AS FOLLOWS

WAVEFORM RISE/FALL TIME: 4 NANOSEC
.- WAVEFORM FREQUENCY OF OSCILLATION: 8 MHZ

WAVEFORM AMPLITUDE (V OR A): 5 VOLTS
• -LENGTH OF TRACES: 20 INCHES

TYPE OF RETURN (ADJACENT, STACKED, GRCUND PLANE): GROUND PLANE
NUMBER OF TRACES: 16
DISTANCE BETWEEN SIGNAL AND RETURN: .032 INCHES
TRACES WIDTH: .015 INCHES
DIELECTRIC CONSTANT 4.5
DISTANCE TO GROUND OR GROUND PLANE: .032 INCHES

* "TEST (MEASUREMENT) DISTANCE: 1 METERS

---- PREDICTED EMISSION LEVEL----
FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS

, 8.0 MHZ 89 92 95 37 58 OUT
* 25.0 MHZ 84 87 90 35 55 OUT

25.0 MHZ 84 87 90 35 55 OUT
79.6 MHZ 79 82 85 43 43 OUT

147.6 MHZ 71 74 77 47 31 OUT
',

HIGH RISK CUT OFF FREQUENCY = 7.5 GHZ
[ NOMINAL CUT OFF FREQUENCY = 10.5 GHZ

WORST CASE CUT OFF FREQUENCY = 14.9 GHZ
. LARGEST RECOMMENDED HOLE SIZE = 1.008601E-02 METERS. (0.397")
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TABLE 5. RADIATED EMISSIONS FOR SCHOTTKY LOGIC, 8 MHz CLOCK

EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANALYSIS PREDICTS THE RADIATED EMISSIONS FROM PRINTED
CIRCUIT BOARD TRACES AND IS BASED ON THE EMISSION REQUIREMENTS OF
NB RTCA DO-160B
COMPANY: CK CONSULTANTS
PROJECT: DIGITAL SYSTEMS EMISSIONS-FAA
SIGNAL NAME: 8 MHZ CLOCK
DATE (M/D/Y): 4-27-87
ANALYSIS PERFORMED BY: RAM

" .'HE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

WAVEFORM RISE/FALL TIME: 5 NANOSEC
WAVEFORM FREQUENCY OF OSCILLATION: 8 MHZ
WAVEFORM AMPLITUDE (V OR A): 5 VOLTS
LENGTH OF TRACES: 20 INCHES
TYPE OF RETURN (ADJACENT, STACKED, GROUND PLANE): GROUND PLANE
NUMBER OF TRACES: 16
DISTANCE BETWEEN SIGNAL AND RETURN: .032 INCHES
TRACES WIDTH: .015 INCHES
DIELECTRIC CONSTANT 4.5
DISTANCE TO GROUND OR GROUND PLANE: .032 INCHES
TEST (MEASUREMENT) DISTANCE: 1 METERS

---- PREDICTED EMISSION LEVEL ----
FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS

8.0 MHZ 89 92 95 37 58 OUT
25.0 MHZ 84 87 90 35 55 OUT
25.0 MHZ 84 87 90 35 55 OUT
63.7 MHZ 80 83 86 41 45 OUT

147.6 MHZ 69 72 75 47 31 OUT

HIGH RISK CUT OFF FREQUENCY = 7.5 GHZ
NOMINAL CUT OFF FREQUENCY = 10.5 GHZ
WORST CASE CUT OFF FREQUENCY = 14.9 GHZ
LARGEST RECOMMENDED HOLE SIZE = 1.008601E-02 METERS. (0.397")
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TABLE 6. RADIATED EMISSION FOR TTL AND TSTTL LOGIC, 8 MHz CLOCK

EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANALYSIS PREDICTS THE RADIATED EMISSIONS FROM PRINTED
CIRCUIT BOARD TRACES AND IS BASED ON THE EMISSION REQUIREMENTS OF
NB RTCA DO-160B
COMPANY: CK CONSULTANTS
PROJECT: DIGITAL SYSTEMS EMISSIONS-FAA
SIGNAL NAME: 8 MHZ CLOCK
DATE (M/D/Y): 4-27-87
ANALYSIS PERFORMED BY: RAM

_*51

THE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

WAVEFORM RISE/FALL TIME: 10 NANOSEC
0 WAVEFORM FREQUENCY OF OSCILLATION: 8 MHZ

WAVEFORM AMPLITUDE (V OR A): 5 VOLTS
LENGTH OF TRACES: 20 INCHES
TYPE OF RETURN (ADJACENT, STACKED, CROUND PLANE): GROUND PLANE
NUMBER OF TRACES: 16
DISTANCE BETWEEN SIGNAL AND RETURN: .032 INCHES
TRACES WIDTH: .015 INCHES
DIELECTRIC CONSTANT 4.5
DISTANCE TO GROUND OR GROUND PLANE: .032 INCHES
TEST (MEASUREMENT) DISTANCE: 1 METERS

---- PREDICTED EMISSION LEVEL ----
FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS

8.0 MHZ 89 92 95 37 58 OUT
25.0 MHZ 84 87 90 35 55 OUT

. 25.0 MHZ 84 87 90 35 55 OUT
31.8 MHZ 83 86 89 37 53 OUT

147.6 MHZ 63 66 69 47 23 OUT

HIGH RISK CUT OFF FREQUENCY = 7.5 GHZ
• NOMINAL CUT OFF FREQUENCY = 10.5 GHZ

WORST CASE CUT OFF FREQUENCY = 14.9 GHZ
LARGEST RECOMMENDED HOLE SIZE = 1.008601E-02 METERS. (0.397")

* 84
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TABLE 7. RADIATED EMISSIONS FOR ALS, ECL AND FAST

LOGIC, 25 MHz CLOCK

EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANALYSIS PREDICTS THE RADIATED EMISSIONS FROM PRINTED
CIRCUIT BOARD TRACES AND IS BASED ON THE EMISSION REQUIREMENTS
OF NB RTCA DO-160B

COMPANY: CK CONSULTANTS
PROJECT: DIGITAL SYSTEMS CONDUCTED EMISSIONS-FAA
SIGNAL NAME: 25 MHZ CLOCK
DATE (M/D/Y): 4-27-87
ANALYSIS PERFORMED BY: RAM
-------------------------------------------------------------------------------------

THE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

WAVEFORM RISE/FALL TIME: 2 NANOSEC
•S WAVEFORM FREQUENCY OF OSCILLATION: 25 MHZ

WAVEFORM AMPLITUDE (V OR A): 5 VOLTS
LENGTH OF TRACES: 20 INCHES
TYPE OF RETURN (ADJACENT, STACKED, GROUND PLANE): GROUND PLANE
NUMBER OF TRACES: 16
DISTANCE BETWEEN SIGNAL AND RETURN: .032 INCHES
TRACES WIDTH: .015 INCHES
DIELECTRIC CONSTANT 4.5
DISTANCE TO GROUND OR GROUND PLANE: .032 INCHES
TEST (MEASUREMENT) DISTANCE: 1 METERS

---- PREDICTED EMISSION LEVEL ----
FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS

---25.0 MHZ 94 97 100 35 65 OUT
25.0 MHZ 94 97 100 35 65 OUT

6 147.6 MHZ 87 90 93 47 46 OJT
159.2 MHZ 86 89 92 47 45 OUT

HIGH RISK CUT OFF FREQUENCY = 23.3 GHZ
NOMINAL CUT OFF FREQUENCY = 32.9 GHZ
WORST CASE CUT OFF FREQUENCY = 46.5 GHZ
LARGEST RECOMMENDED HOLE SIZE = 3.227524E-03 METERS. (.127")
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TABL. 8. RADIATED EMISSIONS FOR AS LOGIC, 25 MHz CLOCY

EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANALYSIS PREDICTS THE RADIATED EMISSIONS FROM PRINTED
CIRCUIT BOARD TRACES AND IS BASED ON THE EMISSION REQUIREMENTS OF
NB RTCA DO-160B
COMPANY: CK CONSULTANTS
PROJECT: DIGITAL SYSTEMS EMISSIONS-FAA
SIGNAL NAME: 25 MHZ CLOCK
DATE (M/D/Y): 4-27-87
ANALYSIS PERFORMED BY: RAM

THE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

•• WAVEFORM RISE/FALL TIME: 3 NANOSEC
WAVEFORM FREQUENCY OF OSCILLATION: 25 MHZ

. WAVEFORM AMPLITUDE (V OR A): 5 VOLTS

LENGTH OF TRACES: 20 INCHES
TYPE OF RETURN (ADJACENT, STACKED, GROUND PLANE): GROUND PLANE
NUMBER OF TRACES: 16
DISTANCE BETWEEN SIGNAL AND RETURN: .032 INCHES
TRACES WIDTH: .015 INCHES
DIELECTRIC CONSTANT 4.5
DISTANCE TO GROUND OR GROUND PLANE: .032 INCHES

- TEST (MEASUREMENT) DISTANCE: 1 METERS

---- PREDICTED EMISSION LEVEL ----

FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS

25.0 MHZ 94 97 100 35 65 OUT
* 25.0 MHZ 94 97 100 35 65 OUT

106.1 MHZ 88 91 94 45 49 OUT
147.6 MHZ 84 87 90 47 43 OUT

HIGH RISK CUT OFF FREQUENCY = 23.3 GHZ

NOMINAL CUT OFF FREQUENCY = 32.9 GHZ
* WORST CASE CUT OFF FREQUENCY 46.5 GHZ

.° LARGEST RECOMMENDED HOLE SIZE = 3.227524E-03 METERS. (.127")
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TABLE 9. RADIATED EMISSIONS FOR HCMOS LOGIC, 25 MHz CLOCK

EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM
-----------------------------------------------------------------------------------

THIS EMCAD ANALYSIS PREDICTS THE RADIATED EMISSIONS FROM PRINTED

CIRCUIT BOARD TRACES AND IS BASED ON THE EMISSION REQUIREMENTS OF

NB RTCA DO-160B
COMPANY: CK CONSULTANTS
PROJECT: DIGITAL SYSTEMS EMISSIONS-FAA
SIGNAL NAME: 25 MHZ CLOCK
DATE (M/D/Y): 4-27-87
ANALYSIS PERFORMED BY: RAM

THE INPUT VARIABLES USED FOR "-HIS ANALYSIS ARE AS FOLLOWS

WAVEFORM RISE/FALL TIME: 4 NANOSEC
WAVEFORM FREQUENCY OF OSCILLATION: 25 MHZ
WAVEFORM AMPLITUDE (V OR A): 5 VOLTS

LENGTH OF TRACES: 20 INCHES
TYPE OF RETURN (ADJACENT, STACKED, GROUND PLANE): GROUND PLANE
NUMBER OF TRACES: 16
DISTANCE BETWEEN SIGNAL AND RETURN: .032 INCHES
TRACES WIDTH: .015 INCHES
DIELECTRIC CONSTANT 4.5
DISTANCE TO GROUND OR GROUND PLANE: .032 INCHES
TEST (MEASUREMENT) DISTANCE: 1 METERS

---- PREDICTED EMISSION LEVEL ----
FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS

25.0 MHZ 94 97 100 35 65 OUT
25.0 MHZ 94 97 100 35 65 OUT

* 79.6 MHZ 89 92 95 43 53 OUT
147.6 MHZ 81 84 87 47 40 OUT

HIGH RISK CUT OFF FREQUENCY = 23.3 GHZ
NOMINAL CUT OFF FREQUENCY = 32.9 GHZ
WORST CASE CUT OFF FREQUENCY = 46.5 GHZ

• LARGEST RECOMMENDED HOLE SIZE = 3.227524E-03 METERS. (.127")
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TABLE 10. RADIATED EMISSIONS FOR SCHOTTKY LOGIC, 25 MHz CLOCK

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - ------ _ -- ---

EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANALYSIS PREDICTS THE RADIATED EMISSIONS FROM PRINTED
CIRCUIT BOARD TRACES AND IS BASED ON THE EMISSION REQUIREMENTS OF
NB RTCA DO-160B
COMPANY: CK CONSULTANTS
PROJECT: DIGITAL SYSTEMS EMISSIONS-FAA
SIGNAL NAME: 25 MHZ CLOCK

DATE (M/D/Y): 4-27-87
ANALYSIS PERFORMED BY: RAM

THE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

WAVEFORM RISE/FALL TIME: 5 NANOSEC
WAVEFORM FREQUENCY OF OSCILLATION: 25 MHZ
WAVEFORM AMPLITUDE (V OR A): 5 VOLTS
LENGTH OF TRACES: 20 INCHES

TYPE OF RETURN (ADJACENT, STACKED, GROUND PLANE): GROUND PLANE
NUMBER OF TRACES: 16
DISTANCE BETWEEN SIGNAL AND RETURN: .032 INCHES
TRACES WIDTH: .015 INCHES
DIELECTRIC CONSTANT 4.5
DISTANCE TO GROUND OR GROUND PLANE: .032 INCHES

TEST (MEASUREMENT) DISTANCE: 1 METERS

---- PREDICTED EMISSION LEVEL ----
FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS

25.0 MHZ 94 97 100 35 65 OUT

25.0 MHZ 94 97 100 35 65 OUT

63.7 MHZ 90 93 96 41 55 OUT
147.6 MHZ 79 82 85 47 39 OUT

HIGH RISK CUT OFF FREQUENCY = 23.3 GHZ
NOMINAL CUT OFF FREQUENCY = 32.9 GHZ
WORST CASE CUT OFF FREQUENCY = 46.5 GHZ
LARGEST RECOMMENDED HOLE SIZE = 3.227524E-03 METERS. (.127")
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/ TABLE 11. RADIATED EMISSIONS FOR TTL AND LSTTL LOGIC, 25 MHz CLOCK

EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANTALYSIS PREDICTS THE RADIATED EMISSIONS FROM PRINTED
CIRCUIT BOARD TRACES AND IS BASED ON THE EMISSION REQUIREMENTS OF
NB USING PROGRAM RTCA DO-160B
COMPANY: CK CONSULTANTS
PROJECT: DIGITAL SYSTEMS EMISSIONS-FAA
SIGNAL NAME: 25 MHZ CLOCK

DATE (M/D/Y): 4-27-87
ANALYSIS PERFORMED BY: RAM

THE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

WAVEFORM RISE/FALL TIME: 10 NANOSEC
WAVEFORM FREQUENCY OF OSCILLATION: 25 MHZ

* WAVEFORM AMPLITUDE (V OR A): 5 VOLTS

LENGTH OF TRACES: 20 INCHES

-" TYPE OF RETURN (ADJACENT, STACKED, GROUND PLANE): GROUND PLANE
NUMBER OF TRACES: 16
DISTANCE BETWEEN SIGNAL AND RETURN: .032 INCHES
TRACES WIDTH: .015 INCHES
DIELECTRIC CONSTANT 4.5
DISTANCE TO GROUND OR GROUND PLANE: .032 INCHES

-, TEST (MEASUREMENT) DISTANCE: 1 METERS

---- PREDICTED EMISSION LEVEL ----
FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS

25.0 MHZ 94 97 100 35 65 OUT
25.0 MHZ 94 97 100 35 65 OUT

31.8 MHZ 93 96 99 37 63 OUT
* 147.6 MHZ 73 76 79 47 32 OUT

HIGH RISK CUT OFF FREQUENCY 23.3 GHZ
NOMINAL CUT OFF FREQUENCY = 32.9 GHZ
WORST CASE CUT OFF FREQUENCY 46.5 GHZ
LARGEST RECOMMENDED HOLE SIZE = 3.227524E-03 METERS. (.127")
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TABLE 12. RADIATED ENISSIONS FOR HIGH RESOLUTION VIDEO DISPLAY UNIT

EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANALYSIS PREDICTS THE RADIATED EMISSIONS FROM CABLES AND
INTERCONNECT WIRES AND IS BASED ON THE EMISSION REQUIREMENTS OF NB
RTCA DO-160B
COMPANY: CK CONSULTANTS
PROJECT: DIGITAL SYSTEMS EMISSIONS-FAA
SIGNAL NAME: HIGH RESOLUTION VIDEO
DATE (M/D/Y): 4-27-87
ANALYSIS PERFORMED BY: RAM

THE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

WAVEFORM RISE/FALL TIME: 5 NANOSEC
WAVEFORM FREQUENCY OF OSCILLATION: 40 MHZ
WAVEFORM AMPLITUDE (V OR A): 30 VOLTS
LENGTH OF INTERCONNECT: 4 INCHES
TYPE (UNSHIELDED, TWISTED, SHIELDED, COAX): UNSHIELDED
NUMBER OF WIRES IN INTERCONNECT: 1
DISTANCE BETWEEN SIGNAL AND RETURN: 2 INCHES
DISTANCE TO GROUND OR SHIELD: 2 INCHES
WIRE SIZE (1-40 AWG OR DIAMETER): 20 AWG
TEST (MEASUREMENT) DISTANCE: 1 METERS

--------------------------------- -----------------------------------------------

---- PREDICTED EMISSION LEVEL ----
FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS

. 40.0 MHZ 92 95 98 38 60 OUT
" 63.7 MHZ 90 93 96 41 55 OUT
* 738.2 MHZ 58 61 64 58 6 OUT

* HIGH RISK CUT OFF FREQUENCY = 19.3 GHZ
NOMINAL CUT OFF FREQUENCY = 27.3 GHZ
WORST CASE CUT OFF FREQUENCY = 38.6 GHZ
LARGEST RECOMMENDED HOLE SIZE = 3.886009E-03 METERS. (0.153")
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An analysis was also performed for a high resolution video display unit. This
"* unit is characterized by a 40-MHz bandwidth, a peak video signal of 30 volts, 4

inches of unshielded connecting wire, and a rise time of 5 nanoseconds. The
results of this analysis are given in Table 12.

Results of Analysis. For all rise times between 2 and 10 nanoseconds, there is

no difference in the radiated emissions up to 25 MHz, for the 8-MHz clock.
Differences show up in the 150-MHz region, but still represent factors of only 4
in field strength (12-13 dB).

The 25-MHz clock shows consistently about 10-dB higher emissions, as would be
expected from the frequency scaling laws developed earlier.

Since the higher frequency components decrease in amplitude at a rate of 40 dB
per decade, all of the logic families are either within specification or close to

Nit at about 1500 MHz.
The necessary case shielding can be found directly from the analysis tables. The

shielding requirement is exactly the dB value by which the model fails to meet
the specification, as shown in the "Status" column. For a 2-nanosecond rise time

and the 8-MHz clock, 58 dB of shielding Is required at 8 MHz, and slightly less
than that at higher frequencies. For the same rise time, but using a clock
frequency of 25 MHz, 65 dB of shielding is required. These shielding values can
be obtained with well designed enclosures.

Any wiring or cables which penetrate the shield will themselves have to be

shielded, or if not shielded, must be filtered to the same 58 or 65 dB level that
the shielding must provide.

CASE APERTURE SIZING. It will be noted that the last data line in the tables
gives the largest recommended hole size. This is the dimension of the largest
allowable single hole in the shielding enclosure which will just allow the unit
to meet the radiated emission specification. Since leakage increases as the
square root of the number of the holes, it is evident that for the model
analyzed, the shielding integrity will have to be very good. Very small holes,
or a screen-mesh type of material will have to be used.

The largest hole size also suggests the spacing that can be permitted between
screws on an enclosure seam. An enclosure seam, shorted at each end by scrcws,
forms a very effective slot antenna. In the model analyzed, a seam held together
with screws will not meet specifications, since the spacings of 0.397 and 0.127
inches are too small to be practical. Instead, some form of continuous contact
between the seam edges will have to be provided, via finger stock or gasketing.
For durability, a woven wire gasketing material is preferable to finger stock.

Allowable hole sizes and distances between screws are determined in the following
way: When the hole or distance between screws is equal to a half wavelength, the

shielding effectiveness is assumed to be zero, on the basis that the hole or seam
becomes resonant and radiates all of the energy incident upon it with 100%
efficiency. Next, the field strength is assumed to decrease linearly with
increasing wavelength. This leads to a 20 dB per decade decrease in the field
strength as the frequency of excitation goes down. A convenient rule of thumb
derived from these considerations Is that a hole of one inch diameter will have a
shielding effectiveness of 40 dB at 60 MHz.
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A common way of providing ventilation is to use a square array of round holes in
an enclosure wall. Figure 70 shows such an array, in which the hole diameter is
d, the center to center spacing of the holes is c, and the length and width of
the array is L. For rectangular rather than square patterns, the value of L is
the geometric mean of the length and width of the pattern. The thickness of the
wall material is t. If the hole diameter is less than one-sixth of a wave length,
the magnetic field shielding effectiveness is:

S = 20 log (c2 1/d3 ) + 32t/d + 3.8dB

with c = 0.375", d = 0.125", L = 6", and t = 0.032", the shielding effectiveness
is 64.7 dB up to 15 GHz. This hole pattern would be appropriate for the model
analyzed above.

INTERCONNECT CABLING. The interconnect cabling between subsystems is of concern
because radiated and conducted emissions can take place from these cables.

Cable Radiated Emissions. As in the case of the radiated emission from PC board
traces, analyses were performed for a clock signal of 8 MHz, using rise times of

2, 3, 4, 5, and 10 nanoseconds. The clock signal was assumed to be transmitted on
24 inches of number 18 AWG unshielded twisted pair wire. The results are shown in
Tables 13 through 17. For comparison, an analysis was also run with the 2 ns.

6 signal on coaxial line. The result of this analysis is shown in Table 18.
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FIGURE 70. SHIELDING CONTAINING A SQUARE ARRAY
OF ROUND HOLES
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TABLE 13. INTERCONNECTING CABLE EMISSIONS FOR 2 ns RISE TIME PULSE

ON TWISTED PAIR

EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANALYSIS PREDICTS THE RADIATED EMISSIONS FROM CABLES AND
INTERCONNECT WIRES AND IS BASED ON THE EMISSION REQUIREMENTS OF NB
RTCA DO-160B
COMPANY: CK CONSULTANTS
PROJECT: DIGITAL SYSTEMS EMISSIONS-FAA
SIGNAL NAME: 8 MHZ CLOCK
DATE (M/D/Y): 4-27-87
ANALYSIS PERFORMED BY: RAM

THE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

WAVEFORM RISE/FALL TIME: 2 NANOSEC
WAVEFORM FREQUENCY OF OSCILLATION: 8 MHZ
WAVEFORM AMPLITUDE (V OR A): 5 VOLTS
LENGTH OF INTERCONNECT: 24 INCHES
TYPE (UNSHIELDED, TWISTED, SHIELDED, COAX): TWISTED
NUMBER OF WIRES IN INTERCONNECT: 2
DISTANCE BETWEEN SIGNAL AND RETURN: .05 INCHES
DISTANCE TO GROUND OR SHIELD: 2 INCHES
WIRE SIZE (1-40 AWG OR DIAMETER): 18 AWG
TEST (MEASUREMENT) DISTANCE: 1 METERS

---- PREDICTED EMISSION LEVEL ----
FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS

8.0 MHZ 63 66 69 37 32 OUT
25.0 MHZ 58 61 64 35 29 OUT
25.0 MHZ 58 61 64 35 29 OUT

123.0 MHZ 51 54 57 46 12 OUT

159.2 MHZ 49 52 55 47 8 OUT

HIGH RISK CUT OFF FREQUENCY = 363.9 MHZ
' -NOMINAL CUT OFF FREQUENCY = 514.0 MHZ

WORST CASE CUT OFF FREQUENCY 726.1 MHZ
LARGEST RECOMMENDED HOLE SIZE .2065952 METERS.

93

4



I

TABLE 14. INTERCONNECTING CABLE EMISSION' FOR 3 ns RISE TIME
PrLSE ON TWISTED PAIR

44

44 EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANALYSIS PREDICTS THE RADIATED EMISSIONS FROM CABLES AND
INTERCONNECT WIRES AND IS BASED ON THE EMISSION REQUIREMENTS OF NB
RTCA DO-160B
COMPANY: CK CONSULTANTS

"4 PROJECT: DIGITAL SYSTEMS EMISSIONS-FAA
SIGNAL NAME: 8 MHZ CLOCK
DATE (M/D/Y): 4-27-87
ANALYSIS PERFORMED BY: RAM

THE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

WAVEFORM RISE/FALL TIME: 3 NANOSEC
WAVEFORM FREQUENCY OF OSCILLATION: 8 MHZ
WAVEFORM AMPLITUDE (V OR A): 5 VOLTS
LENGTH OF INTERCONNECT: 24 INCHES

.4i TYPE (UNSHIELDED, TWISTED, SHIELDED, COAX): TWISTED
NUMBER OF WIRES IN INTERCONNECT: 2
DISTANCE BETWEEN SIGNAL AND RETURN: .05 INCHES
DISTANCE TO GROUND OR SHIELD: 2 INCHES
WIRE SIZE (1-40 AWG OR DIAMETER): 18 AWG

-. TEST (MEASUREMENT) DISTANCE: 1 METERS

---- PREDICTED EMISSION LEVEL ----
FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS
---

. 8.0 MHZ 63 66 69 37 32 OUT
25.0 MHZ 58 61 64 35 29 OUT
25.0 MHZ 58 61 64 35 29 OUT

106.1 MHZ 52 55 58 45 13 OUT
123.0 MHZ 50 53 56 46 10 OUT

HIGH RISK CUT OFF FREQUENCY = 363.9 MHZ
NOMINAL CUT OFF FREQUENCY = 514.0 MHZ
WORST CASE CUT OFF FREQUENCY = 726.1 MHZ
LARGEST RECOMMENDED HOLE SIZE = .2065952 METERS,

4.94
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TABLE 15. INTERCONNECTING CABLE EMISSIONS FOR 4 ns RISE TIME

PULSE ON TWISTED PAIR

EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANALYSIS PREDICTS THE RADIATED EMISSIONS FROM CABLES AND
INTERCONNECT WIRES AND IS BASED ON THE EMISSION REQUIREMENTS OF NB
RTCA DO-160B

COMPANY: CK CONSULTANTS
PROJECT: DIGITAL SYSTEMS EMISSIONS-FAA
SIGNAL NAME: 8 MHZ CLOCK
DATE (M/D/Y) : 4-27-87
ANALYSIS PERFORMED BY: RAM

~THE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

SWAVEFORM RISE/FALL TIME: 4 NANOSEC

WAVEFORM FREQUENCY OF OSCILLATION: 8 MHZ
* WAVEFORM AMPLITUDE (V OR A): 5 VOLTS

.d LENGTH OF INTERCONNECT: 24 INCHES
TYPE (UNSHIELDED, TWISTED, SHIELDED, COAX): TWISTED
NUMBER OF WIRES IN INTERCONNECT: 2
DISTANCE BETWEEN SIGNAL AND RETURN: .05 INCHES
DISTANCE TO GROUND OR SHIELD: 2 INCHES
WIRE SIZE (1-40 AWG OR DIAMETER): 18 AWG
TEST (MEASUREMENT) DISTANCE: 1 METERS

---- PREDICTED EMISSION LEVEL ----
FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS

8.0 MHZ 63 66 69 37 32 OUT
25.0 MHZ 58 61 64 35 29 OUT
25.0 MHZ 58 61 64 35 29 OUT

" 79.6 MHZ 53 56 59 43 17 OUT

• 123.0 MHZ 48 51 54 46 8 OUT

HIGH RISK CUT OFF FREQUENCY 363.9 MHZ
NOMINAL CUT OFF FREQUENCY = 514.0 MHZ
WORST CASE CUT OFF FREQUENCY = 726.1 MHZ

"" LARGEST RECOMMENDED HOLE SIZE = .2065952 METERS.
9
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TABLE 16. INTERCONNECTING CABLE EMISSIONS FOR 5 ns RISE TIME

PULSE ON TWISTED PAIR

EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANALYSIS PREDICTS THE RADIATED EMISSIONS FROM CABLES AND
INTERCONNECT WIRES AND IS BASED ON THE EMISSION REQUIREMENTS OF NB

RTCA DO-160B
COMPANY: CK CONSULTANTS

PROJECT: DIGITAL SYSTEMS EMISSIONS-FAA
SIGNAL NAME: 8 MHZ CLOCK
DATE (M/D/Y): 4-28-87
ANALYSIS PERFORMED BY: PAM

N. THE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

4 WAVEFORM RISE/FALL TIME: 5 NANOSEC
. WAVEFORM FREQUENCY OF OSCILLATION: 8 MHZ

WAVEFORM AMPLITUDE (V OR A): 5 VOLTS
LENGTH OF INTERCONNECT: 24 INCHES

*" TYPE (UNSHIELDED, TWISTED, SHIELDED, COAX): TWISTED
*. NUMBER OF WIRES IN INTERCONNECT: 2

DISTANCE BETWEEN SIGNAL AND RETURN: .05 INCHES4 DISTANCE TO GROUND OR SHIELD: 2 INCHES
WIRE SIZE (1-40 AWG OR DIAMETER): 18 AWG
TEST (MEASUREMENT) DISTANCE: 1 METERS

---- PREDICTED EMISSION LEVEL ----
-, FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS

8,0 MHZ 63 66 69 37 32 OUT
25.0 MHZ 58 61 64 35 29 OUT

4 25.0 MHZ 58 61 64 35 29 OUT
, 63.7 MHZ 54 57 60 41 19 OUT

123.0 MHZ 46 49 52 46 6 OUT

HIGH RISK CUT OFF FREQUENCY = 363.9 MHZ
NOMINAL CUT OFF FREQUENCY = 514.0 MHZ

4 WORST CASE CUT OFF FREQUENCY = 726.1 MHZ
LARGEST RECOMMENDED HOLE SIZE = .2065952 METERS.
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TABLE 17. INTERCONNECTING CABLE EMISSIONS FOR 10 ns RISE TIME

. PtULSE ON TWISTED PAIR

E MCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANALYSIS PREDICTS THE RADIATED EMISSIONS FROM CABLES AND
INTERCONNECT WIRES AND IS BASED ON THE EMISSION REQUIREMENTS OF NB

COMPANY: CK CONSULTANTS
PROJECT: DIGITAL SYSTEMS EMISSIONS-FAA
SIGNAL NAME: 8 MHZ CLOCK
DATE (M/D/Y): 4-28-87
ANALYSIS PERFORMED BY: RAM

THE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

4 WAVEFORM RISE/FALL TIME: 10 NANOSEC
WAVEFORM FREQUENCY OF OSCILLATION: 8 MHZ
WAVEFORM AMPLITUDE (V OR A): 5 VOLTS
LENGTH OF INTERCONNECT: 24 INCHES
TYPE (UNSHIELDED, TWISTED, SHIELDED, COAX): TWISTED
NUMBER OF WIRES IN INTERCONNECT: 2
DISTANCE BETWEEN SIGNAL AND RETURN: .05 INCHES
DISTANCE TO GROUND OR SHIELD: 2 INCHES

-WIRE SIZE (1-40 AWG OR DIAMETER): 18 AWG
-TEST (MEASUREMENT) DISTANCE: 1 METERS

---- PREDICTED EMISSION LEVEL ----

FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS

8.0 MHZ 63 66 69 37 32 OUT
25.0 MHZ 58 61 64 35 29 OUT
25.0 MHZ 58 61 64 35 29 OUT
31.8 MHZ 57 60 63 37 27 OUT

123.0 MHZ 40 43 46 46 0 OUT

HIGH RISK CUT OFF FREQUENCY = 363.9 MHZ
NOMINAL CUT OFF FREQUENCY = 514.0 MHZ

4 WORST CASE CUT OFF FREQUENCY = 726.1 MHZ
LARGEST RECOMMENDED HOLE SIZE = .2065952 METERS.
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TABLE 18. INTERCONNECTING CABLE EMISSIONS FOR 2 ns RISE TIME

" P[LSE ON COAXIAL CABLE

9

EMCAD RADIATED EMISSION.ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANALYSIS PREDICTS THE RADIATED EMISSIONS FROM CABLES
AND INTERCONNECT WIRES AND IS BASED ON THE EMISSION REQUIREMENTS OF
MIL-STD-461 A BASIC RE02 NB USING PROGRAM ERE3001B

COMPANY: CK CONSULTANTS
PROJECT: DIGITAL SYSTEMS EMISSIONS-FAA
SIGNAL NAME: 8 MHZ CLOCK
DATE (M/D/Y): 4-28-87

e. ANALYSIS PERFORMED BY: RAM

I THE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

WAVEFORM RISE/FALL TIME: 2 NANOSEC
WAVEFORM FREQUENCY OF OSCILLATION: 8 MHZ
WAVEFORM AMPLITUDE (V OR A): 5 VOLTS

*- LENGTH OF INTERCONNECT: 24 INCHES
TYPE (UNSHIELDED, TWISTED, SHIELDED, COAX): COAX
NUMBER OF WIRES IN INTERCONNECT: 1
DISTANCE BETWEEN SIGNAL AND RETURN: .2 INCHES

*" DISTANCE TO GROUND OR SHIELD: .2 INCHES
WIRE SIZE (1-40 AWG OR DIAMETER): 18 AWG
TEST (MEASUREMENT) DISTANCE: 1 METERS

---- PREDICTED EMISSION LEVEL ----
FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS

4 8.0 MHZ 26 29 32 37 -5
25.0MHZ 31 34 37 35 2OUT
25.0 MHZ 31 34 37 35 2 OUT

123.0 MHZ 38 41 44 46 -2
159.2 MHZ 38 41 44 47 -3

WORST CASE CUT OFF FREQUENCY = 32.2 MHZ
LARGEST RECOMMENDED HOLE SIZE = 4.658532 METERS.
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TABLE 19. CONDUCTED EMISSIONS, I AMP 400 Hz POWER SUPPLY

EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANALYSIS IS BASED ON THE CONDUCTED EMISSION REQUIPEMEN'IS C'-
RTCA DO-160B

COMPANY: CK CONSULTANTS
PROJECT: DIGITAL SYSTEMS CONDUCTED EMISSIONS-FAA
SIGNAL NAME: POWER SUPPLY
DATE (M/D/Y): 4-28-87
ANALYSIS PERFORMED BY: RAM

THE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

- WAVEFORM RISE/FALL TIME: 2 MICROSEC

WAVEFORM FREQUENCY OF OSCILLATION: 400 HZ

WAVEFORM AMPLITUDE (V OR A): 1 AMPS

OUTPUT (DIFFERENTIAL, COMMON, TOTAL) TOTAL

RIPPLE FILTER (Y/N) NO

---- PREDICTED EMISSION LEVEL ----
Jx FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS

159.2 KHZ 60 66 78 54 24 OUT
2.0 MHZ 7 13 25 20 5OUT

10.0 MHZ -21 -15 -3 20 -23
050.0 MHZ -49 -43 -31 20 -51

0
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TABLE 20. CONDUCTED EMISSIONS, 3 AMP 400 Hz POWER SUPPLY

4.

* EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANALYSIS IS BASED ON THE CONDUCTED EMISSION REQUIREMENTS OF
,. RTCA DO-160B

- COMPANY: CK CONSULTANTS
PROJECT: DIGITAL SYSTEMS CONDUCTED EMISSIONS-FAA
SIGNAL NAME: POWER SUPPLY
DATE (M/D/Y) : 4-28-87
ANALYSIS PERFORMED BY: RAM

THE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

WAVEFORM RISE/FALL TIME: 2 MICROSEC

WAVEFORM FREQUENCY OF OSCILLATION: 400 HZ

hi WAVEFORM AMPLITUDE (V OR A): 3 AMPS

* OUTPUT (DIFFERENTIAL, COMMON, TOTAL) TOTAL

*- RIPPLE FILTER (Y/N) NO

---- PREDICTED EMISSION LEVEL ----
FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS

159.2 KHZ 70 76 88 54 33 OUT
2.0 MHZ 16 22 34 20 14 OUT

10.0 MHZ -12 -6 6 20 -14
50.0 MHZ -40 -34 -22 20 -42

I
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TABLE 21. CONDUCTED EMISSIONS, 10 AMP 400 Hz POWER SUPPLY

EMCAD RADIATED EMISSION ANALYSIS 4 SYMMETRICAL TRAPEZOIDAL WAVEFORM

THIS EMCAD ANALYSIS IS BASED ON THE CONDUCTED EMISSION REQUIREMENTS OF

RTCA DO-160B

COMPANY: CK CONSULTANTS
PROJECT: DIGITAL SYSTEMS CONDUCTED EMISSIONS-FAA
SIGNAL NAME: POWER SUPPLY
DATE (M/D/Y): 4-28-87
ANALYSIS PERFORMED BY: RAM

THE INPUT VARIABLES USED FOR THIS ANALYSIS ARE AS FOLLOWS

WAVEFORM RISE/FALL TIME: 2 MICROSEC

WAVEFORM FREQUENCY OF OSCILLATION: 400 HZ

WAVEFORM AMPLITUDE (V OR A): 10 AMPS

OUTPUT (DIFFERENTIAL, COMMON, TOTAL) TOTAL

RIPPLE FILTER (Y/N) NO

---- PREDICTED EMISSION LEVEL ----
FREQUENCY HIGH RISK NOMINAL WORST CASE SPEC LIMIT STATUS

159.2 KHZ 80 86 98 54 44 OUT
2.0 MHZ 27 33 45 20 25 OUT

10.0 MHZ -1 5 17 20 -3
* 50.0 MHZ -29 -23 -11 20 -31

I
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The radiated emissions from interconnecting cables were on the order of 32 dB out
of specification at 8 MHz for the unshieldel twIstel pair. This value can be seen
in the "Status" column of Tables 13 through 17. Shielding of this value (32 dB)
will be required to meet the specifications of DO-]60B. This value of shielding
is readily attainable. However, an 8-N1z clock signal would probably not be
distributed on 24 inches of unshielded twisted pair, but this model was chosen as
a deliberately poor design to produce a worst case result.

Tie improvement shown in Table 18, where the distribution is ,Ia a coaxial cable,
is striking. Here the signal is within the specificatien except at 25 Mlz, where
it is out by 2 dB. The coaxial line is asbumed to be RC-59/U, or equivalent, witl,
70 dB shielding effectiveness at I MHz, sloping at 20 dB per decade above ] MYr,
so that at 10 MHz the cable has degraded to 50 dB of shielding effectiveness, and
at 100 MHz to 30 dB. PC-58/U is, then, suitable for ccnnections between
subsystems within enclosures, but a higher quality cable would he re-quired f(,r
interconnection between systems, when the cable Is not erclosed by otl-er

- shielding. A foil plus braid cable, or a semi-rigid 1le with a solid metall1ic
outer conductor would be required for cables running outside of enclosures.

Cable Conducted Emissions. Conducted emissions, particularly those arising fior
. switching power supplies, are also a source of noise, and have been analyzed. A
4 400 Hz supply is assured. With typical bridge rectifiers, in the absence c.f an

in:put transformer, rise times are typically 2 microseconds. Three analvses ucre
performed, for power supply input current values of 1, 3, and 10 amps. The
results are shown in Tables 19, 20, and 21.

*From Tables 19, 20, and 21 it can be seen that conducted emissions for even
modest power supply currents are out of specification, and thererore line
filtering is a necessity. At 150 k}iz, where the requirements of DO-160P. start,
conducted emissions are generally dominated by the common mode, and 1ppear as
line to ground signals.

The lire filter s'on in Figure 27 earlier in this report would be appropriate to
reduce common mode conducted emission. At one amp, this filter will provide 37 dB
of corlmon mode filtering at 150 klz, and more than 100 dB at 25 MHz. Although the
conducted emissions are higher for the higler current supplies, the filter
provides mcre attenuation because of the reduced input Impedance of these
supplies. At 3 amps the attenuation is 42 dB and at 10 amps better than 45 dB.
The attenuation of this filter is sufficient in all three cases to bring the

I conducted emissions within specificatior. Pover supply currents higher than 10
amps will require higher values of Il and C2 .

I
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CONCLUSIONS

1. This report gives background theory and practice for minimizing the response
of digital systems to interfering electromagnetic fields. These fields can be of
many different types: steady state or pulsed, one-time or repetitive,
predominantly electric, or predominantly magnetic, near field or far field, and
extending from very low to very high frequencies.

2. Until further radiated field intensity data is collected, a protection level
of 200 volts per meter is recommended for flight critical systems.

3. The microwave landing system should be tested for immunity to the high energy

threat.

4. Protection of the navigation band of 108.0 - 117.9 MHz should be upgraded
through renewed attention to receiver design, and in view of new threats in
Europe from increased FM transmitter power and increased frequency allocations.

5. Test procedures should be modified to include modulation of test signals at
all frequencies and in all modulation modes used in flight critical systems. For
example, 30 Hz is used in VOR systems, and 90 and 150 Hz in the ILS.

6
* 6. Alternative measurement procedures should be developed to simulate 200-volt

per meter far field tests to avoid the extreme costs associated with a wide band
high power test facility.

7. There will be a need for periodic re-verification of aircraft compliance to

susceptibility requirements.

8. It may be necessary to define new prohibited airspace until both the extent of
the electromagnetic threat and systems susceptibility are better understood.
(Recently the West Germans requested a safe flight route for a visiting Tornado
fighter. Are we able to provide such information?)

9. International coordination must be brought about through coordination by the
FAA with its counterpart organizations in foreign countries.

.1
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(LOSSARY

, Absorption - Absorption is the loss of energy in the transmission of waves over
radio or wire paths due to conversion into heat or other forms of energy. In wire
transmission, the term is usually applied only to loss of energy in extraneous
media.

AC Noise Immunity - The relative immunity of a device to noise pulses. As pulse
width increases, AC noise immunity approaches the DC noise margin. As the pulse
width is reduced toward the pronagation delay time, the circuits become less able

*to respond and a larger noise voltage is required. See Noise-Energy Immunity; DC
Noise Margin.

Attenuation - Attenuation is the general term used to denote a decrease in
4magnitude in transmission from one point to another. It may be expressed as a

ratio or by extension of the term in decibels.

ALS - Advanced Low Power Schottky Logic

AS - Advanced Schottky Logic

B-Field - See Magnetic Flux DensityJ

* Balanced - In communication practice, the term balanced signifies (1)
electrically alike and symmetrical with respect to ground or (2) arranged to
provide conjugacy between certain sets of terminnls.

Bandpass Filter - A bandpass filter is a wave filter which has a single
transmission band, neither of the cutoff frequencies being zero or itnfinite.

Bonded - Electrically connected by means of welding, brazing, compressing or
other mechanical means not likely to be affected by heat or corrosion and which
will give a good low-impedance (< 0.1 ohm) electrical path.

Bonding - Electrically connecting two mechanical parts together such that the
voltage potential across the joints is very small (millivolts).

Broadband Emissions - Term used to describe emissions which have a bandwidth
greater than some reference bandwidth. The reference bandwidth may be that of a
victim receptor or that of an EMI measurement receiver.

* Broadband Emissions are subclassified as Coherent and Incoherent. A coherent
broadband emission source has harmonics that are related to the fundamental
frequency in amplitude and phase. A typical example of a coherent broadband
source is a digital logic signal. An incoherent broadband emission source has
harmonics that are not related In amplitude and phase (random) to the fundamental
harmonic. Typical examples Include lightning and noisy diodes.a
When specifying broadband sources, the reference bandwidth must be specified
since a larger reference bandwidth will result in a higher specified level.
Broadband signals are therefore specified per reference bandwidth. For example,
MILSTD-461 broadband signals are generally specified per one megahertz
bandwidth, so that a coherent broadband noise source that results in a detected

*signal level of 100 microvolts (i.e., the sum of all the harmonics over a 1 MHz
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bandwidth is equal to 100 microvolts) is expressed as 100 microvolts per MHz
41 bandwidth (100 uV/MHz). If the ratio of this level is compared to 1 uV/MHz, one

would get:

20 Log (100/1) = 40 dBuV/M~z

Capacitive Coupling - The effect which one circuit or subsystem has on another by
* means of the capacitance that exists between them. The amount of coupling is a
• function of the noise frequency and the capacitive impedance between the

circuits.

Characteristic Impedance - (Assuming Transverse Electromagnetic Wave) The ratio
of the root mean square voltage to the current flowing from the source when the
conductor they appear on is terminated in the impedance which results in minimum

*" standing wave ratio on the line. Used in transmission line discipline.

Circular Mils (abbr. Cir Mil) - The diameter of a cylinder squared. I mil = .001
inch. When multiplied by 7r/4, equals the area of the circle in square mils.

Common Impedance Coupling - The means by which two or more circuits sharing a
common impedance share a common voltage drop across the impedance, thereby
coupling it to the secondary source(s). Conducted interference.

Conducted Emissions - Frequencies that are generated within the system and appear
on the power line through internal radiation, capacitive or inductive coupling,

*, or direct conduction through the power supply and signal lines.

Conducted Interference - Interference that propagates to and from circuits
through interconnecting conductors. Complement: radiated interference.

Conducted Susceptibility - The response of a system to the presence of noise on

*the power and signal lines. The noise can be either line-to-line (differential
mode) or line-to-ground (common mode).

Crosstalk - The interference energy transferred from a source to an unintentional
load by conductive, inductive or capacitive coupling. Usually of concern when
source and susceptor are less than 1/6 wavelength apart. Referred to as Near End
or Far End Crosstalk depending on relation of where it is measured, with respect
to the source.

Culprit - Signal or circuit that is the source of interference.

dB - Decibel - One tenth of a Bel. If P1 and P2 designate two power levels and N
their decibel ratio, then

N = 10 Log (P2 /PI) decibels

If PI Is referenced at 1 mW, N becomes dBm at a specified impedance (usually 50
or 600 ohms).

If the ratios of voltages or currents can be expressed as the square roots of the
[ corresponding power ratios, i.e., the impedances associated with PI and P2 are

the same, then the ratio N can be expressed as
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N = 20 Log (12/I1) decibels

N = 20 Log (V2 /Vl) decibels

where 12/11 and V2 /VI are the given current and voltage ratios, respectively.

dBm - A unit of expression of power level in decibels where the power level is
compared to a reference power level of one milliwatt into 50 ohms (sometimes
referenced to 600 ohms). For example, a power level of 100 milliwatts is equal
to

10 Log (100 milliwatts/1 milliwatt) = 20 dBm

dBuA - A unit of expression of current level in decibels where the current level
is compared to a reference level of one microamp. For example, a current level of
one milliamp is equal to 20 Log (1 milliamp/l microamp) = 60 dBuA

dBuV - A unit of expression of voltage level in decibels where the voltage level
is compared to a reference level of one microvolt. For example, a voltage level
of I volt is equal to

1. 20 Log (I volt/l microvolt) = 120 dBuV

dBuV/m - A unit of expression of electric field strength level where the field
strength level is compared to a reference level of one microvolt per meter (1
uV/m). For example, a field strength of 1 volt/meter is equal to 120 dBuV/m (see
dBuV).

dBuV/MHz - A unit of expression of a broadband voltage level where the voltage
level is compared to a reference level of one microvolt per megahertz bandwidth
(see Broadband Emissions).

DC Noise Margin - The difference between the maximum input voltage [VIL (max]
that will still be interpreted as a "0" and the maximum output voltage that can
be provided by the source in the "0" state [VOL (max)]. Referred to as the low-
level signal line noise margin, VNSL (min) = VIL (max) - VOL (max).

Decoupling - Filtering, the removing of the coupling effect usually referring to
conductive coupling. Decoupling capacitors are used on the power supply to
isolate the effects of the load on the distribution system or vice-versa (also

* Bypass Capacitor).

Dielectric - A material capable of passing electric lines of force but not
conductive.

Dual In-line Package - DIP - A pin configuration, common on integrated circuits,
*where the pins are aligned In two parallel, and opposing rows.

E-Field - See Electric Field Intensity

Earth - With respect to charge, the earth is considered an infinite sink, and,
therefore, the lowest possible zero potential reference.

0
ECL - Emitter coupled logic, a high speed logic family.

121



Electric Field Intensity - Deprecated name for Electric Field Strength, the

magnitude of the electric field vector at a point in space, caused by current
flow.

Electromagnetic Compatibility (EMC) - The capability of electronic equipment to
be operated as designed in the intended operational electromagnetic environment.

Electromagnetic Interference (EMI) - Degradation of the electromagnetic
environment by an unwanted disturbance.

Electrostatic Discharge - (ESD) - Arc discharge across an air gap caused by the
electric potential across the gap exceeding the dielectric breakdown voltage of
air in the gap.

Emitter - Source of electromagnetic signal.

FAST - Fairchild Advanced Schottky Logic (trademark).

Far Field Radiation - Electromagnetic radiation that occurs at a distance greater
* than approximately 1/6 wavelength from the source of interference. At these
* distances the electromagnetic field decreases at a rate inversely proportional to
* the distance from the source and the ratio of E to H = 377 ohms in free space.

* Ground - 1. Voltage reference which is eventually related back to the potential
of the earth. Because of path resistance, usually not at earth potential. Ground
is usually of "local" value such that all grounded equipment in immediate area is
the "same" potential, irrespective of earth.
2. Low impedance return path for signal or power currents. Deprecated version
of "Return."
3. Electron source or FLnk for the dissipation of electrostatic discharge (ESD)
currents.

Ground plane - An equipotential voltage reference to which electronic units are
referenced so that the voltage potential between interconnected units is less
than or eqial to an acceptable noise level.

HCMOS - High Speed Complementary Metal Oxide Semiconductor.

0 H-Field - See Magnetic Field Intensity.

I.C. - Integrated Circuit

Inductive Coupling - The detrimental effect which one circuit or subsystem has on
another by means of the mutual inductance that exists between them. The amount of

- coupling is a function of the frequency, the loop area of the systems, and the
* length and proximity of parallel interacting wiring runs.

Loop - The current caused by a difference in voltage between two points. Occurs
only when there are two or more paths between the two points.

Low Frequency - Those frequencies whose wavelength is 16 times greater than the
* lirgest circuit dimension (rule of thumb). Also 0 to 10 kHz. (Use whichever is

smaller).
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LSTTh - Low Power Schottky TransIstor--Transistor Logic.

Magnetic Field Intensity - Deprecated narme for magnetic fieldl streng th-, the
m~agnitude of the ragnetic field vector at a9 point In space caused b curren-t
TI ow.

* Magnetic Flux Density - The field Intensity integrated ov er the area IT, questicon.

Matched Transmission Line - A transpission line is- said to lbe matched at nnx
tranTsverse section if there is no wave reflection at thiat section (i.e., the linle
inmpedaince equals the load Impedance).

Multilayer - Referring to a printed c-ircuit hoard which is cconstructed- b"
I amiinat iryg two or Tnore lavers of etched conductor and subs-trate together, nuc
ronnecting layers by plated hol es. The condtictie layvers ha v e (Ie d Icated
ftinct ions tsuch aFs power, groundl, signals lai1d oilt in, thle "X" or "'Y" d"irection, o

* ~Multistacked - Multistacked PCR's are comnplete doubnle- or sigesddPC11is
wlhich a7re riveted together through holes intended to conduct current. P I ,ot -

*rerir]ce plzated through-holes and bold hoardI a1,yers togethei-. These 'ord Ir e
repired (where nuitilayer cannot) by remioving the rivets. Not usedI very/ oft( op

4it rv onrercial electronics.

Multiwire (T)-A P'CB fabrication techinique where pou~er ariTd ground are etched om
, Ingle- or douhie-sided PCB, then coated with adhbesive; wire Is l.aid' onto, tlie

adhesive usirg aI computer numerical control led wirI'g ancine. The hio]e enarc
tien drilled and plated to manke connection to the wires. M4utiwire can acl,4(-ve

EOher C'en.p tv than nOltilpayer hoa)rdF and it is simple to T-.'A e changen. T 1
reati iin ' and rot uIsual Ir ec-anoPnilcal for product ion app] beat ions.

Near Field Radiation - Electrrognetic radiation that occurs at a dis-ta-nce less
tharn ppro~ hratply 1/6 wavelengthi from the source of interfe-rence. F7 Pct ric

*ccs(F-Fields) in tlie roa,,r field' attenuate invsel prprtionalt tile b
Itie( (IiFJ(trce fo(r highi-it-pedance souricF r and I /r for 1 ew-impeda'nce sources.

-eaor f!Id mai.gnet f IlFels attenuete as tie inxersp sonlare of the d'lit ance
crtiesre fei hihi' imiped(ance sourcet. and I /r 3 for cw7T-1'rpedanoTe soitree-..

Noise Energy Immunity - FN,), equals tile noi~ e voltag -e re(jlie'd to cause' a c: rcCc t
r'. fun ot !i n -,quared (\n) ,t ir'es the noise pu I se-v id th (P!,) , dividled bv. ti~e
paralel ncI vFAlt Of the Input under evnluationlT and thp impedance of the wi rinp,

itTm! Circult connectedI to it (Pn) . (To torol a App. Note 707)

'o t WZsia 11i app] i ed to power a-ild groundl leads.

Noise Immunity - See AC NJoise Immunit,,, also0 1111Enr~ Tr'ntV.

Noise Margin - See PC Noise Maqrginl also AC Noise TmmnITt%'.

PCB - Printed Circuit Roard. A substrate with conductors etched cut of a
Scnd?(uctor bonded to it, used to support and interconnect circulit rorponents.Y'a

also refer loosely to rnultiwire and wire wraip hoards.[ 123



Pickup - Interference from a nearby circuit or system. Also crosstalk.

Printed Circuit Board - PCB, also Printed Wiring Board (PWB). A substrate of
rigid material with conductive paths (traces) for current etched in or fastened
to it for the purpose of supporting and interconnecting circuit components.

Propagation Delay - The delay in moving a signal from Point A to Point B through
a medium or circuit. The delay is caused by the energy storing characteristics of
the medium (such as capacitance or inductance) that need to be satisfied before
the next increment of medium in the path can be excited. Each increment requires

"/. a finite delay.

Radiated Emissions - The undesired electromagnetic fields generated by electronic
or electric circuitry.

Radiated Susceptibility - The response of a system to the presence of
electromagnetic waves.

Receptor - Signal or circuit which responds to electromagnetic noise.

Return - The low impedance conductor(s) used to direct current from the load back
to the source. Does not have to be ground or earth potential (i.e., balanced
line). See Earth, Ground.

Schottky Logic - Logic circuits whose transistors have a metal-semi-conductor
diode built in between the collector and base. This diode prevents the transistor
from saturating, thereby greatly increasing its switching speed.

Shielding - Reducing EMI by interposing a conductive or absorptive blockage
(shield) between a noise and a receptor.

Skin Depth - The distance from a conductor's outside surface to where the
current density in the conductor falls to l/e of its surface value.

Susceptibility - System or subsystem that is not resistant to electromagnetic
interference.

System - A group of components, circuits or equipment connected together to
provide a complementary function, and thereby having to operate without
interference in a mutual electromagnetic environment.

* T.E.N. - See Transverse Electromagnetic Mode.

Trace - The conductor bonded to a printed circuit board substrate that conducts
current between two or more points.

Transmission Line - A combination of conductors arrnged in a mutual field,
having the characteristics of distributed reactance, and uniform impedance along
-ts length when properly terminated.

TTL - Transistor-Transistor Logic.

!
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SYM BOL S

I. c velocity of light in meters 27. Z impedance
per second

2. dB decibels 28. 7.0 characteristic impedance

3. F electric field in volts per meter

4. er relative dielectric constant (also k)

5. f frequency in Hertz

6. he I gh t

7. H magnetic field in amps per meter

8. current In arIps

9). k relative dielectric constant (also er)

10. 1, inductance in HenrvF

11 -. length

?. Nr, [P teger

I i n r Fancseccn1

14. pT p cofarad

1. t t i P:e

T d, d(h- y tIn,e

tr  ris e t iPu

u f i crot,- rI

I I . Tl m i,' roher'rv

1 rr tcrovel t

22. V vo, I t

23. w width

21, k liqmbda :w.!ve.length

26 W omega radian frequency

1 2)

6 % %,'.%,, .,,w'.," " ,-,,,r' % ' 'f% , '" "# ,, , '",-",-"",% % " ; i w "" . -w-, w ,.- ., , . ,£ ..-,p-, y . . . , i ,



RULES FOR DIGITAL SYSTEMS DESIGN

INTRODUCTION. The principles presented herein are reduced to rules or
guidelines. The organization of this section parallels that of the section on
Digital Systems Susceptibility, so that if the reader wishes to investigate the
basis for a particular rule, they may do so by referring to the parallel section
of the preceding text.

Shielding

1. For shielding of low frequency magnetic fields, use thick lossy materials

such as steel or mu-metal.

2. For high frequency magnetic fields use copper or aluminum shield material.

3. Apertures for ventilation, and slots and seams in shielding should be kept

to dimensions less than a half wavelength at the highest frequency of emission.

4. Connections between shielding materials should be through direct metal-to-
metal contact, not just through screws.

'p

5. Screws should be a maximum of 3 inches apart. Closer spacing is helpful, if
it Is practicable.

6. Protective coatings should be reviewed carefully for conductivity. Anodized
materials should not be used in shielding applications.

7. Bonding straps should be of solid material rather than braid, if possible.

8. Bonding straps should have a length not greater than five times the width,
and a minimum thickness of 0.020 inch.

9. Bonding straps should make clean metal-to-metal contact at both ends.

10. The application of paint to shielding surfaces should be reviewed carefully
to make sure that contact between shielding surfaces is not impaired.

11. A hole one inch in diameter provides 40 dB of shielding at 60 MHz, and
degrades at 20 dB per decade with Increasing frequency.

12. A shield one slin depth thick provides approximately 9 dB of absorption loss.
Skin depth at 500 kHz is approximately 0.004 inch.

13. A large number of small holes gives better shielding than a smaller number of
large holes.

14. All mating seams used in shielding should have a minimum overlap of 1.2
Inches.
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15. No conductor should enter a shielded enclosure unless It Is bypassed at the

point of entry.

16. No shielded cable should enter a shielded enclosure unless the shield is

connected to the enclosure shield, or bypassed to it.

17. All metal components or assemblies within a shielded enclosure should be

bonded together.

IFl. Piano-type hinges should not be used for achievirg electricaql bond.

19. Shields can be mounted directly on boards. However, such shields shoud rot
be used as signal returns or jumpers.

?0. Shielding mater-al should be at least 0.032 inch thick aluminum or copper.

1. 'Ie resistance between sections of shielding should be 2.5 niiljloh's or
less.

22. >Iete:- metllic woven mesh material or heryllium-copper finger Ftorh,, is u
in PGsketing and bonding applications.

*"7. Do not splice cable shiieldig.

( rolin j Im

r1. rounds shoulc' be, located so as to minimize the loop area betveen a ,,,

ml1 atrd t1e 'eturn path.

og~,ic £rounds, which are noisy, should be kept separate from ,tmlc,' rd

yn.h t 1 o nd F..

Te ost enitive si tnal returns should he connected cl.seqt to t.c f-ro

ti; e.t ; 1 poi1t

: "rouTnd -ird!c "ted on a schematic diagrm. s!ioul be precisely defired I.
.C(It ('T , rot left to chonce.

The 1 cn. th of g ,round conductor sho, uld be kept shorter than a/ of
* -. :'.,e' nr tb.

For grounding, at high frequencies, the ground connecticns should be made -s

"S. ,,1 nrt and direct as possible to a common reference plane.

The con,'on refererco plane should be of highly conductive rmterTal - copper

" Safety' grounds should go directly from the equipment back to the point o&

power entry. The safety ground should connect to the equipment within 1 1/
rches of the power entry point.

[ 0. The hardware ground shoule. run from racks and cabinets to the point of

attachment of the safety ground.
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10. At high frequencies, the surface area of ground planes and conductors is

important since most of the current flows on the surface due to skin effect.

11. Grounding schemes should be reviewed with the object of minimizing the flow
of two or more return currents through a common grounding impedance.

12. In the grounding of a daughter board every return connection should be tied
as directly as possible to the mother board ground reference plane.

13. In board-to-board connectors, signals and their returns should be on adjacent

pins, to minimize loop area.

14. If there are vacant areas on a ground plane or power plane, no signal

conductors should be allowed to cross the vacant area.

15. On single sided boards, power and return lines should run parallel with each

other inside all IC's, not outside, to reduce loop area.

16. On two-sided boards, power and return traces should be run at right angles on

opposite sides of the board to form a grid pattern.

17. Unused areas on boards should be filled with ground plane material.

18. Signals and their returns should be routed in parallel, either on the same

side or on opposite sides of a board to reduce return impedance and loop area.

19. In a PCB connector, at least two return pins should be used, one at either
end of the connector.

20. Do not run a ground trace completely around the perimeter of a board unless

ground gridding is also part of the design.

21. Do not use metal card edge guides as grounds.

* Propagation

1. For high frequency signals where pulse distortion is important, signal paths
should be treated as transmission lines.

* 2. Transmission lines should be designed to keep their dimensions constant, to

avoid sharp bends, and should be terminated in their characteristic impedance.

3. Constant plating thickness and uniform dielectric constant are important in
maintaining the characteristic impedance of a transmission line.
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I Coul ing

I. Avoid placing magnetic components (relays, inductors, torolds, transformrs)F,
close to each other, to avoid magnetic field coupling.

2. Signal traces should he separated from each other by ytuard tr;-Xes Cr grouniv
areas, to avoid transmission line coupling effects.

2 . hIere possible, use distance to sepai ate signal traces and reduce coupling.

L4* . W here possible, run signal traces at right angles to reduce inagnet4( IT--

electric coupling effects.

q. B ypasslng, ind fi]terirg ca-n be used to reduce coup]ling.

Board? Rndlptlon

1. lPep clo'ck and other high speed tracer short, vidle, -nd close to triun

S idIttVto-hpipfbt ratio of 1:1 is usual]"' favorable, lengths bq db s tia
"(I or a wavelengthl.

2.Ve- p puls-e riswe tin'es as slow OS T: Rossibie.

K. eep clnrel frequencies as low as piossibl e.

4. 1 1sft sigi]trace ith to beiF.bt ratios to less than 3-1 . Rat-iosgrr';
b an ,: 1 do Pot appreciably reduce radliation or im~prov;e suscept i! Ii tv.

17f 1-100e1wdt to height ra'tios grepter tian 0.:1 elow 0 -J i 'anCceF

]i eI'pidliv ;t-,( rad!iation and rii-;ceptlbillty increase.

on ,(Tr)ce In from tlie rdpe of ti'e boardI b17 a djstarCfe equal toi nt leas-t the
1 1,t awo'~ ground.

rf -I chnge in diirection for a tra-ce itz neeed, chang'e in steps C'0 ".

0 er',te CritiCal1 l1res in their characteristic lirpedaince.

Fc-'e as .cN lnl!wi(th cotnponertr.,, signalF. and circuits; as possible to reduce
'a~ r raniric coen te nt.

!0. Vse low cuirrent dePvices where possilble, to redluce T-Pgnet ic fieldl qtrengti,

1 .- ;lie 1power 'istribvtion traces as w,'de as possible.

12. 'f!iinm7e th-e ic of socklets in high frequency portions of a b-oard.

- ~ 13. Trace lengths can -ometi-e be reduced by a 1800 re-orientation of an TC.

12
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Board Conducted Emission and Susceptibility

1. Below 150 kHz, conducted interference is usually differential mode (line to

line).

2. Above 150 kHz, conducted interference is usually common mode (line-to-

ground).

3. Filtering and bypassing are the common ways of suppressing conducted
interference.

4. Power cables are the primary source of conducted interference although any
I/O cable can also contribute.

5. In I/O cables, every signal conductor should have its own return conductor.

6. A cable shield should be grounded at both ends,

8. In some cases it may be necessary to use a shield on the input power cable.

9. Ferrite beads on individual signal leads are sometimes effective in reducing

high frequency conducted interference.

10. Toroids around cables can act as inductors, raising shield impedance, thus
reducing shield currents.

11. Do not locate common mode chokes over ground planes (to prevent crosstalk

around the choke).

Multilayer Boards

1. Ground plane, power planes, and power return planes can all be used to

provide shielding and isolation between signal planes.

2. Power planes and power return planes must be heavily bypassed to the
neighboring ground planes, in order to provide adequate shielding and isolation.

3. Plated-through holes can be used to advantage to reduce trace length.

4. Plated-through holes should be avoided on clock traces.

5. I/0 signals should be kept isolated from high speed internal signals for

* control of both emission and susceptibility.

6. Signals should be grouped into like categories and placed, if possible, on
separate isolated layers.

7. For analog signals, no signal layer should be more than two layers away from

* a supply, return, or reference.

4"
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P There should he n 0,ore than tuo diital si;nal layersI aove - ree nce
pane as outer layers of a multilayer board

9. No digital signal plane should be placed between another digital sipnal plane

and an analog plane.

IC. The traces on each signal layer should be oriented at riglit angles to traces

on adacent signal layers.

1i. The maximurn number of layers between two reference planes Is four, so that To

signal layer is ever more than two layers away from a reference plane.

12. The fastest rise/fall tine signals should he buried between pr( er Itrt --r
planes if possible, rather than or a top layer.

.!?. Viicleo siFnals can be routed as parallel adjacent trace,; on ; sir;gr p t,, c:-

as' pcralle. stack or, two planes.

14/. Signal traces should be kept in from the edge of a board 1, y d tance rqual
to tle trace height above g;round.

. I' Significant aounts of radiation cone directy from the Irtegrrted circuits
* themselves. Multiple power input and return connections or tie IC are helpful ."

reducing emissions.

.,. It is preferred that high current deflection signals that drive a CR3T vol, "e

routed on three adjacent planes. The top plane should carry, the post've f.(, trnr
:,m. The riddle plane should carry tie reference signal retlurn and t!.e h ott(,r

F1r' 'an lFii -' k- routed on. top of each other throughout the erntire run. "he wit'
' l three tra(es must he at least 1.5 times tie heij-ht oF sepP t ion !,,tveen

%*,' mav two r 1
0e.

.rounrdt plane mterial shouldc surround every plated-t~r,'h hole i u t -
Y W Is trICt ion, t.o n( n i e loop-area.

• ';, cI , a ues -nd U'o tie! Boards

1. Bocaise aolpr I anfs and rother bards are large, rdi at on mid urcopt j I i t%,
1 h-,o.w, long traces can become severe.

('rund plan,,, shoitlc' be used on both backplanes and mothier boardt.

T. Just as on !zmaller beardr, tr, ces or. one side of the board should t:e run at
right ,nles to thOse on ti e other side.

A* All of the rules applicable to PC boards apply also to hacl:p]anes and motier

ba rd F:.

5. Any high spoed lines should be treated as transmission lines, with attention
tU dimensions and proper termination.
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4 6. It may be advantageous to use multilayers, which permits construction of

*' stripline, where the signal traces are sandwiched and effectively shielded.

7. Extend the mother board about 2 inches beyond the rear of the card cage. This
area can be used for filtering and termination of I/O connectors. Bypass
capacitors for I/O cables can be installed in this area. Cable shield attachment

to the ground plane can occur in this area also.

*- 8. All return and shield planes within a mother board should be bonded together

at every mounting hole.

9. DC power and return pins should be equally spaced within connectors.

10. For digital signals, power and return pins should be spaced about every 0.5
inch.

11. Isolation within a mother board can be achieved by spacing between adjacent
traces, by adding guard traces on either side of a critical trace, or by adding

shield planes between stacked traces.

Cables Connectors and Methods of Termination

1. Shielded, twisted pairs are effective up to frequencies of a few megahertz.

2. For audio frequencies, a shield can be grounded at one end only.

3. For any frequencies higher than audio, cable shields should be grounded at
both ends.

4. Pig-tail termination of shielded cables is poor practice.

5. Cable shields should have a 3600 connection of the shield to the backshell.

6. Shielded cables are extremely effective against electric fields, less so

against magnetic fields.

7. A single braided shield gives about 40 dB of shielding compared to an

unshielded wire. Each additional shield gives 15 - 20 dB more shielding.

8. Copper and tin coated braids oxidize and lose shielding effectiveness with

time.

9. Best performance of coaxial cables is obtained with foil wrapped shields with
drain wires and braid over foil shields, and with solid outer metallic shields.

10. With multiconductor cables, each signal conductor should have its own

separate return conductor.

11. Multiconductor cables containing twisted pairs are an effective way of

conducting signals and their returns.

12. Cable shields should never be used as signal returns.
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13. The precise methods of termination of cables can have a 20 to 30 dB effect on
shielding effectiveness.

14. Multiconductor cable connectors can be procured with built-in bypass
capacitors, helpful in reducing cable emissions.

15. Ribbon cables can be considered to be special forms of multiconductor cable.
Ribbon cables are available with twisted pair, shielded twisted pair and ground
plane conductors.

16. Metallized polyester film shields sl,ould be avoided.

17. Avoid the use of floating BNC connectors. If it is necessary to use a
floating BNC connector, the shield connection should be bypassed to ground with a
0.001 uf IKV capacitor.

Bypassing

1. Self-resonance in bypass capacitors must be considered. Above the self

4! resonant frequency, the bypass capacitor is ineffective.

S2. Different types of capacitors are effective at different frequencies. The
type of capacitor should be carefully matched to the range of frequencies it is
intended to bypass.

3. Bypass capacitors should be used on power traces for at least every third or
fourth IC. More bypassing may be necessary.

4. All power leads should be bypassed where they first enter the board.

5. Use two bypass capacitors in parallel, different in value by two orders of
magnitude.

6. Feedthrough bypass capacitors tend to have high self resonant frequencies
because of short lead length, and can be effectively incorporated into
connctors.

S7. Bypassing of every signal conductor in a I/0 cable can sometimes eliminate
the need for a shielded cable, and may be less expensive.

;. The size of a bypass capacitor is partly dependent upon the amount of

transient current that the load draws. The capacitor must be capable of supplying
this transient current.

9. Do not use a plated-through hole to connect a capacitor to the circuit it
bypasses.

10. With tubular capacitors, connect the outside foil end to ground, to provide
shielding.

II. Make provision for bypassing of every integrated circuit, in the event this
becomes necessary.

%I %
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12. Tantalum capacitors are more effective at high frequencies than aluminum
electrolytic capacitors.

Filtering

1. Differential mode filtering is effective in suppressing conducted emissions

up to 150kHz.

2. Common mode filtering is effective in suppressing conducted emissions above
150 klz.

3. Ferrite beads can be used on single conductors to reduce high frequency
conducted emission.

4. Cables can be passed one or more times through ferrite toroids to raise
shield impedance and reduce shield currents.

5. Good practice is to enclose filter components in shielded compartments. The
shielded filter should be located where the filter power or I/O cable first

* enters the equipment. The length from entry to return of bypasses to ground

should not exceed 1 1/2 inches.

6. If an analog board requires LC filtering on the DC power leads, care must be
exercised to ensure that the filter does not ring. The Q of the inductor must be
low enough to prevent ringing. If possible, only capacitive filtering should be
used.

Board Component Location

1. Clock quartz crystals should be centrally located on a board to minimize

trace lengths to the circuits fed by the clock.

2. Crystal housings should be flat against the board and grounded.

3. Components with magnetic fields, such as relays, inductors, and toroids
-hoild be separated or mounted at right angles to minimize coupling.

4. High current devices should be located close to the sources of power.

5. The various types of grounds should be separated to reduce common mode
coupling.

6 . Components should be located so that their ground returns do not enclose

large areas.

7. Provision should be made for additional filtering and bypassing components,
if they are needel.

P 1. Components should be located so as to keep all trace lengths as short as
poRssible.
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o.9. Run groups of traces that are incomptible In frequency or functien throug h
different connectors. Alternatively, group these trace connections' withi

% slrgle connector.

10. Do not pre-assign connector pins. Allow the layout to determine pir sequence.

11. Locate the highest frequency components nearest the connectors, unless this
conflicts wit' locating centrally. The object is to minimize trace lead length.
Next locate high current devices near the connector. Finallv, locate bJgh
bandwidth and latching circuits such as flip-flops, counters and regi sters, to

achieve rminimum input and power lead length.
a, \P

12. Weep low level Irputs and high level outputs separated by two inches or e-cre
'N to avoid feedbaci'.

IV. Power traces should start from a common poirt near the rtput connector, :lnd

far-out separatel, to the IT'd v~dual loads, tn reduce common r,ode coup"i -g.n

14. High impedance input devices should be located close to their sources 'itt
short input traces.

.*%'

I C.AD/CAN automatic layout svqtems should not he used witlhout reference to FMCP
* reo'rlerents.

A.

SBoard Component Density

i. Cmgm rnt dens-ty ma,/ be liited by therma! considerations.

"'. 'igh denity imp] es narrow trace widths. jdtb to height iatios to les. thar,
: a 1-: lead to hivh radiation Md increased susceptibility.

N . Crosstalk may be icreased T o--VIn",g traces clove tovgether and mourn ting
crroer't. , close tot ot o.

* . rlet ric and ma(I etic fields from, componentT may couple and couse crosstalk
"'-" 'T2 detr: heards.

1. Fast rise tre cil sF from clrrks and digital logic circuits are the
7],. ,-rF.C: I ourcec of e1 ectrical noise.

".m% ' . TrtEg:rted ciircu it chis thenesalNe,; are n major source of ra (Iation. Mul tInle
ronnections of pner sources and returns in the clip are heI pfh:l

. Switching power suoplies and rectifiers are snurces, of conducted erissions.

4. Video circits' are often sources of noise because of fast rise times and high
ar: p I i ttles,

* . Relay contacts, switches and thermal devices are all sources of fast rise

time, low duty cycle pulses.
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6. Signals which contain ringing, overshoot, or undershoot are potential sources
of EMI, and should be controlled by impedance matching and damping.

7. Never leave circuits unterminated.

- 8. Motors with brushes, or any arcing high voltage circuit may require filtering
to eliminate broadband noise.

System Level Subassembly Location

1. Circuit boards should be grouped by function (analog, digital or power),
frequency, and current consumption.

2. Power supplies should be located near the point of primary power entry and
near any power line filtering.

- 3. Power supplies and other components with magnetic field should be kept away
from CRT's, CRT deflection yokes, and other magnetically sensitive components.

1
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EIC (dIDELINES CHECKLIST

Suppression of EMI Sources

a) Are internal subassemblies and embedded peripherals shielded and filtered to
prevent undesired coupling?

b) tAre diodes or other suppression components being used across relay and
solenoid circuits?

c) Are RC circuits beirg used across AC switch or relay contacts?

d) Are solid-state suitches with controlled rise and fall. times being IseG

rststed of mechanical switches whenever possible?

A Are .,uppression retworks being used directly across DC rotor brushes?

,r electrostatically shielded isolation transforers being used?

Are twisted pair, triax or shielded wires being used when requIred?

.... s'al and power circuits routed in separate cab] r arn:fses amO

ive provisions been made for termination of shields at both ends?

Bonding

"-I] :,] bore retal motirg surfaces been cleaned prior tc .atIrg?

' :.re , protective filP. or platIIg is required, is it a good conductor?

V" d.ie h:ter!f- -.t,(d providing sufficient pressure to hold the surfaces ir.

.ci,4Ct IT, tle preserce of defornlng stresses, shocks and vibratiors associated
,.t, ,e eq(liTIeNt tnu its environment?

(] Are -,ioans ether tl,n tl,r,,¢s of screws or belts relled upon to establish at RF

L) Have co;pa t fle retals been used throughout the enclosure?

f) Are subnsserlbl les, ard/or subenclostores bonded to main enclosures?

Grounding

a) Pias there been a check for ground loops and floating grounds?

b) Have good electrical bonding practices been used for grouned terminations?
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Primary Power Distribution

a) Has the internal primary power wiring been tightly twisted?

b) Has the internal primary wiring been physically separated and isolated from
all other wiring?

c) Has the internal primary wiring been shielded as recommended?

d) Has the safety ground been terminated immediately upon entering the system, as
close as possible to any EMI filter?

Shielding

a) Has the enclosure been mechanically designed to assure sufficient pressure
between mating parts?

b) Has each opening in the enclosure been analyzed to determine the need for
gaskets, waveguide-below-cutoff techniques, screening, etc.?

c) Have compatible metals been used in the enclosure?
I

d) Have provisions been made for peripheral shielding?

Filtering

a) Has space been allocated for a power line filter?

h) Has the power line filter been installed immediately at the power line
entrance?

c) Are the outputs of the power line filter isolated from the inputs?

pp
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SUPPLEMENTAL DATA

l'igures 71 through 75 contain supplemental infornation.

Fre ;uenc% ,r interest e. -n

.- ne

- '1' .: re -i

200 MtlzMe C 7, tE*ne I~

FIGURE?1 71. 1/20 WAVELYNGTIh AT VARITUS Yp1-OIF CIS

6 H,.

S LO PD04 -R

TRANAL IO'c7i:

- T~RANSI STCP. Rs1o
cl, 10 3_ ZEr.E.s &

10- 10' H:G4- POWEP ] n VC'i L'
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Voltage az dB 3B Voltage Ratio

1 0 1

2 6 1 1.12

S3 9 .5 2 1 .26

4 12 1 1.41

5 14 4 1 .5

6 16 5 1.7%

17 6 2 .oo

8 1 7 2.24

9 19 8 2.51

10 20 9 2.82

10 3.16

FIGURE 73. DECIBELS - VOLTAGE RATIOS

Noise Amplitude Typical Typical Breakpoint I Breakpoint 25ource Riset ime Pulse Width Amplitude Frequency Amplitude Frequency

Lightning 23 KA 1 microsec 50 microsec 240 dBuA/MHz 12.5 kHz 210dBuA/M1lz 31b kHz

EMP Pulse 50 KV 10 nanosec 10 microsec 233 dBuV/MHz 64 kHz 179dBuv/M~iz 32 Mii,

Elect o-
static 15 KV 5 nanosec 400 nanosec 195 dBuV/MHz 1.5 MHz 163dBuV/MHz 64 MHZ
Si :3 cna r ge
I MHZ TTL 5V 10 nanosec 10 nanosec 130 dBuV 1 MHz 99dBuV 32 MHz

%, FIGURE 74. TYPICAL BREAKPOINT FREQUENCIES FOR PULSE TYPE
NOISE SOURCES
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PRINCIPAL MAXIMUM NUN-
'"LOGIC FAMILY RISE/FALL TIME HARMONIC CONTENT POSSIBLE SIGNIFICANT TkANSMIS;I:;N LINL
'2(GATES) (T,) F2 

= 
(I/IITr) SPECTRUm4 TRACE LKF.NG'tK74L xxx 31--35 ns 10 MHz vO mqz v5-cm (59

°
'

74C xxx 25-60 ns 13 MHz 130 MHz 11'3cm 145
°
)

;CD 4xxx 25 ns 13 MHz 130 MHz 115cm (45'"

", (CMO0S)

74H C x 13-15 ns25 MHz 25D 0 60cm(2)

.-. 74 xxx 10-12 ns 32 MHz 270 MHz 47cm (18.5)
' (Flip-Flop) 15-22 ns 21 MHz 210 MHz 71cm (28")

S74LS xxx 9.5 ns 34 MHz 340 Mllz 44cm (17")
.' w(Flip-Flop) 13-15 ns 25 MHz 250 MI~z 60cm (24")

_ 74H xxx 4-6 ns 80 MHz 800 M;1z 22.5cm (9')

.74S xxx 3-4 ns 106 MHz 1.1 GHz 14cm (5.61)

.,74F xxx 1.5-6.5 ns 212 MHz 2.1 GHZ 7cm (2.8')

_W.ECL iOK 1.5 lie 212 MHz 2.1 GHz 7cm (2,6")

-',CCL IJOK 0.75 424 MHz 4.2 GHz 3 5cm (1.4")

'rr dJepends greatly on load capacitance/ supply Voltage and IC complexxty, Consult the
M-3nufactarer's specifications.

. w 1,7 ns/foot propagation for epoxy fiber, Er 
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APPENDIX A

DISTRIBUTION LIST

Civil Aviation Authority (5) DOT-FAA AEU-500 (4)
Aviation House American Embassy
129 Kingsway APO New York, NY 09667
London WC2B 6NN England

Embassy of Australia (1) University of California (1)
Civil Air Attache Service Dept Institute of
1601 Mass. Ave. NW Transportation Standard Lib
Washington, DC 20036 412 McLaughlin Hall

Berkely, CA 94720

Scientific & Tech. Info FAC (1)
ATTN: NASA Rep. British Embassy (1)
P.O. Box 8757 BWI Airport Civil Air Attache ATS

* Baltimore, MD 21240 3100 Mass. Ave. NW
Washington, DC 20008

Northwestern University (1)
Trisnet Repository Director DuCentre Exp DE LA (1)
Transportation Center Library Navigation Aerineene
Evanston, ILL 60201 941 Orly, France

ANE-40 (2) ACT-61A (2) ASW-53B (2)

ASO-52C4 (2) AAL-400 (2) AAC-64D (2)

APS-13 Nigro (2) M-493.2 (5) ACE-66 (2)
Bldg.lOA

AEA-61 (3) ADL-l (1)

ADL-4 North (1) APS-I (1) ALG-300 (1)

AES-3 (1) APA-300 (1) ACT-5 (1)

, ANM-60 (2) AGL-60 (2) AWS-100 (1)
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DOT/FAA National Headquarters

FAA, Chief, Civil Aviation AWS-I

Assistance Group, Madrid Spain 800 Independence Avenue, SW.

c/o American Embassy Washington, DC 20591

APO-New York 09285-0001
Al Astorga

DOT/FAA National Headquarters Federal Aviation Administration

ASF-l (CAAG)

800 Independence Avenue, SW. American Embassy, Box 38

Washington, DC 20591 APO-New York 09285-0001

DOT/FAA National Headquarters Dick Tobiason

ASF-IOO ATA of America

800 Independence Avenue, SW. 1709 New York Avenue, NW.

Washington, DC 20591 Washington, DC 20006

DOT/FAA National Headquarters FAA Anchorage ACO

ASF-200 701 C Street, Box 14

800 Independence Avenue, SW. Anchorage, Alaska 99513

Washington, DC 20591
FAA Atlanta ACO

DOT/FAA National Headquarters 1075 Inner Loop Road

ASF-300 College park, Georgia 30337

800 Independence Avenue, SW.

Washington, DC 20591 FAA Boston ACO

12 New England Executive Park

DOT/FAA National Headquarters Burlington, Mass. 01803

AST-l

800 Independence Avenue, SW. FAA Brussels ACO

Washington, DC 20591 % American Embassy, APO,

New York, NY 09667

DOT/FAA National Headquarters FAA Chicago ACO

ADL-2A 2300 E. Devon, Room 232

. 800 Independence Avenue, SW. Des Plains, Illinois 6008
* Washington, DC 20591

FAA Denver
10455 East 25th Ave., Suite 307

DOT/FAA National Headquarters (4) Aurora, Colorado 98168

AVS-I, 100, 200, 300

800 Independence Aveneu, SW.
Washington, DC 20591

Frank Taylor
3542 Church Road

DOT/FAA National Headquarters Ellicott City, MD 21403

AFS-I
800 Independence Avenue, SW.

" Washington, DC 20591
W o DMr. 

Gale Braden (FAA)13 DOT/FAA National Headquarters 5928 Queenston St.

AFS-200 Springfield, VA 22152

800 Independence Avenue, SW.

Washington, DC 20591
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Riclard F. Livingston, Jr. FAA New York ACO

Director, Aerotech Operations for 181 So. Frankline Ave., Room 202

the TAPA Group Valley Stream, NY 11581

1805 Crystal Drive, Suite 1112 South

Arlington, VA 22202 FAA Seattle ACO
17900 Pacific Highway Soutb, C#68966

Burton Chesterfield, DMA=603 Seattle, Washington, 9816f!

DOT Transportation Safety Inst.

6500 South NcArthur Blvd. FAA Wichita ACO
Oklahoma City, OK 73125 Mid Contirent Airport, ',oom 100 FAA

1891 Airport Road

'.Vichita, YA 6729n

FPd, Fuqth 1ortb ACO
P.O). Oo>: 1689
Fort .,'ortl,, TX 76101 Dr. ians A. Vra~iuer

Deputy Chairm,,an, inte-rnotiona] Airli,

FMA Eong ?eacih AC( Pilots Association Cr(,up

4 344 Donald Douglas Drive Apartado 97
,Fr, Eeach, CA 90OR 8200 AlBuf e ra, Portugal

FAA Los Angeles A.O Ceof frey I ip-,an , Fxecut' e !i rector

P. . So:-: 92017, .or] day Postal Center President di, Conseil
U,.tOrne, CA 90009 fri'l Found. of Airline Assoc

Case Postale 462, 1215 Ceelva

15 Aeroe'oi t, Suii-se, -enuvi,
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Karl Ahrensdorf Jacques Bonnet
Industriean Lagen-Betriebsgesellschaftmgh Airbus Industrie
Einsteinstrabe 20 (IABG) 1, Rond-Point M. Bellonte
D'8012 Ottobrunn b 31707 Blagnac Cedex
Munchen, West Germany France

David Aibright Ray Borowski
U.S. Army Aviation Systems Command N. Y. Aircraft Certification Office, ANE-173
ATTN: AMSAV-ESE 181 South Franklin Avenue, Room 202
4300 Goodfellow Boulevard Valley Stream, NY 11581
St. Louis, Missouri 63120-1798

Inez Almond, ASO-5 Cosimo J. Bosco
FAA Southern Region Headquarters DOT/FAA/NER
P. 0. Box 20636 12 New England Executive Park
Atlanta, Georgia 30320 Burlington, Massachusetts 01803

SRobert Archer Paul Botos, III
Bell Helicopter Textron, Inc. Allied Bendix Avionics
P.O. Box 482 2100 WW 62nd Street
Fort Worth, Texas 76101 Ft. Lauderdale, FL 33310

Len M. Baublitz Bernard Bouet
The Boeing Company Airbue Industrie
MS-(OL-17) 1 Rond Point M. Bellonte
P.O. Box 3707 31707 Blagnac Cedex, France
Seattle, Washington 98124 61-93-37-85

M. C. Beard Richard Bowers
Federal Aviation Administration Manager, Navigation & Flight SystemsOffice of Airworthiness Air Transport Association of America
800 Independence Avenue, S.W. 1709 New York Avenue N.W.
Washington, DC 20591 Washington, D.C. 20006-5206

John Birkland C.R.J. Bowgett
Rockwell International British Airways
400 Collins Road, NE Technical Block A (S366)
Cedar Rapids, IA 52498 P.O. Box 10 - Heathrow Airport
taw a y Hounslow-Middlesex TW6 2JA, England

Transport Canada (AARDD) Bill Boxwell
Ottawa Ontario Manager, Policy & Procedures Branch, ANM-110
Canada Aircraft Certification Division, DOT/FAASKA N817900 Pacific Highway South, C-68966KIA.N Seattle, Washington 98168
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V Woodford R. Boyce, ANM-IOOD Dr. Nigel J. CarterAircraft Certification Office Flight Systems Department
Federal Aviation Administration Royal Aircraft Establishment
10455 East 25th Avenue, Suite 307 Farnborough
Aurora, Colorado 80010 Hampshire, England GU14 6TD

Jim. Boyle Russell V. Carstensen, P.E., Air 5161
Boeing Commercial Airplane Company Electromagnetic Environmental Effects Branch
Mail Stop 08-22 Naval Air Systems Command
P.O. Box 3707 Washington, D.C. 20361
Seattle, Washington 98124

Xavier P. Champion
Walter E. Bridgman Aercpspatiale
Sundstrand Corp 316 route de Bayonne
1000 Wilson Blvd 31060 Toulouse Cedex, Franch
Suite 2400 61-93-53-40
Arlington, VA 20009

Norman Brown Majcr Richard Chaney
General Electric Co. ALCENT/TEMail Drop 24019 Pope Air Force Base
1000 Western Ave. North Carolina 28308-5000

Lynn, Massachusetts 01910

Dan Cheney
Sam Bruner FAA Seattle Aircraft Certification Office
Gulfstream Aerospace-Georgia Propulsion Branch, ANM-1405
Mail Stop D-04 Seattle, WA 98168
P.O. Box 2206
Savannah, Georgia 31402-2206

Chief Naval Operations
ATTN: Jim Seale/Code 9987YDavid A. Bull The Pentagon

ERA Technology Ltd Room 5D/772
Cleeve Road, Leatherhead Washington, D.C. 20350-2000
Surrey KT22 7SA
UK

Bradford Chin
R.'. Butler FAA, NY, ACO

Rolls-Royce 181 S. Franklin Avenue, Rm 202
Victory Road Valley Stream, NY 11581
Derby, England

4 Russell Carstensen, P. E. Clifton A. Clarke
ATTN: AIR 5161 Boeing Company
Crystal Gateway 1 P.O.Box 3707
Naval Air Systems Command Seattle, WA 98124
Washington, D.C. 20361
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Donald E. Clark Michel Coquelet
Georgia Tech Research Institute CFM International
ECSL/ECD-ERB-252 11400 SE 8th Street
Atlanta, GA 30332 Suite 230

Bellevue, Washington 98004

Barry D. Clements
* Aircraft Certification Division, ACE-100 Chrles Cormack

Federal Aviation Administration Kilkeary, Scott, and Associates, Inc.
. 2300 East Devon (Room 232) 174 Jefferson Davis Highway, #506

Des Plaines, Illinois 60018 Arlington, Virginia 22202

*Robert Close
Sperry Flight Systems Richard J. Covill
2111 N 19th Avenue Boeing Aerospace Company - EMC

. Phoenix, Arizona 85036 P.O. Box 3999, Mailstop 8J-78
Kent, WA 98124-2499

Daniel G. Coder Michel Crokaert
Boeing Military Aircraft Company (BMAC) AEROSPATIALE
The Boeing Company A6RotIa
P.O. Box 3999, M/S 33-03 316 Routee Bayonne
Seattle, Washington 98124 France'.. France

* A. T. Coleman-:E-Systems, inc. Joseph P. Cross
E-Systems, Inc. BSenior Engineer, Special Projects
P. 0. Box 1056
Greenville, Texas 75401 Beech Aircraft Corporation

9709 East Central, P. 0. Box 85
Wichita, Kansas 67201

Ernie Condon
9709 E. CentralWichita, Kansas 67201 Peter Cuneo

Federal Aviation Administration, ANE-173
New York ACO

Robert M. Cook 181 S. Franklin Avenue, Room 202

Engineering Department Valley Stream, New York 11581
* Delta Air Lines, Inc.

Hartsfield Atlanta Int'l Airport Dayton 0. Curtis
Atlanta, Georgia 30320 Anchorage ACO

Federal Aviation Administration, ANM-IOOA
John R. Cooper 701 C. Street, Box 14

* EMC Test Engineer Anchorage, Alaska 99513

Beech Aircraft Corp.

9709 East Central, MS 90-404
Wichita, Kansas 67201 Michael Dahl

FAA, Chicago Aircraft Certification Office
ACE-130C
2300 East Devon AVenue
Des Plaines, IL 60018
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Walter Devensky Ervin Dvorak
MLS Technical Director DOT/FAA ACE-100

Small Airplane Certification DirectorateAllied Bendix Aerospace 61Es 2hSre

2150 NW 62nd Street, P.O. Box 9327 601 East 12th Street

Ft. Lauderdale, Florida 33310 Kansas City, Missouri 64106

Alain Deveaux 0. R. Evans
Garrett Turbine Engine Company Sundstrand Corporation
III S. 34th Street 275 E. Baker Street
P. 0. Box 52'7 Costa Mesa, CA 92626
Phoenix, AZ 85010

Marge Devers Yehia H. Elghawaby

FAA Headquarters, AIA-120 Airworthiness Engineer

800 Independence Avenue, S.W. 200 Kent Street (AARDD)
Washington DC 20591 Ottawa, Ontario

Canada KIA ONG

Mike DeWalt Capt. Patrick Farrell
Federal Aviation Administration, ANM-106N International Federation of Air Line
Seattle Aircraft Certification Office Pilot Associations
1790' Pacific Highway South, C-68966 Interpilot House
Seattle, Washington 98168 Egham,, Surrey, England

Bob Dickerson Dave Featherstone
Vice President Director of Avionics
Beech Aircraft Corporation Aeronautical Radio, Inc.
P.O. Box 85 2551 Riva Road
Wichita, Kansas 672011 Annapolis, Maryland 21401

Pat Cickson Loren Fisher
FAA Headquarters, AWS-120 Electronic Engineer
800 Independence Avenue, S.W. 8380 Greensboro P.R. #1025
Washington, D.C. 20591 McLean, Virginia 22102

Wolfgang Didszuhn
Airbus Industrie Hal E. Foland
I, Rond Point M. Bellonte Federal Aviation Administratio ACE-100
31707 Bl3gnac 601 E. 12th Street
France Kansas City, MO 64106

John Duetsch Matthew Folkert
Federal Office for Civil Aviation RFE/RL, Suite 405
Inselgasse 1 1201 Connecticut N.W.
CH-3000 Bern Washington, D.C. 20036
Switzerland
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Bob Force Dave Gluch

Boeing Commercial Airplane Co. Allied-Bendix
P. 0. Box 3707, Mailstop 47-31' 2150 NW 62nd Street
Seattle, Washington 98124 P.O. Box 9327

Ft. Lauderdale, Florida 33310

George Gati
General Electric Company Edward R. Godberson
M/D H45 ICAO
1 Newmann Way 1090 Sherbrooke Street W.
Cincinnati, OH 45215 Montreal, Canada

Wayne M. Goering Richard R. Greening
Sperry Aerospace & Marine Group Flight Systems Technology, Renton Division
21111 N. 19th Avenue The Boeing Company
M/S M19C5 P.O. Box 3707, M/S 6L-38
Phoenix, AZ 85036 Seattle, Washington 98134-2207

Andres Fraga James Griffin
Eastern Airlines EME Engineer
Miami International Airport General Electric Company
Miami, Florida 1 Neumann Way, G-57

Cincinnati, Ohio 45215

Sam Frick
Los Angeles ACO Alexander Gross
FAA, ANM-140L
4344 Donald Douglas Drive Assistant Engineer
L4ongBeachCaliDouglasDri 0ITT Research Institute
Long Beach, California 90809 185 Admiral Cochrane Drive

Annapolis, Maryland 21401

Robert A. Gambrill, Jr.
Federal Aviation Administration, ACE
FAA Building, Room 100 Jacques Guignard
1801 Airport Road Project Manager/Director Technique
Wichita, Kansas 67209 Avions Marcel Dassault - Breguet Aviation

Usines De Merienac
B.P. 24-33701, France

Tom Garlington
Voice of America
601 D. Street, N.W. Alvin Habbcstad
Room 10122 FAA, Seattle Aircraft Certification Office
Washington, DC 20547 ANM-130S

417900 Pacific Highway South, C-68966
Seattle, WA 98168

Sam Glass
Lockheed-Georgia Company
86 S Cobb DriveSMretGoga30060 Dr. C. J. Hardwick
Marietta, Georgia UKAEA, Culham Laboratory

Abingdon, Oxfordshire, OX14 3DB
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Richard Hathaway Jim G. Hoppe
Civil Aviation Authority (CAA) Office of Flight Standards, AFS-350
Brabazon House Avionics Branch, DOT/FAA
Redhill Surrey 800 Independence Avenue, SW
England Washington, D.C. 20591

Fred Heather Gary C. Horan
Naval Air Test Center (SY-82) United Technologies, Pratt & Whitney
Patuxent River, MD 400 Main Street, M/S 121-05

East Hartford, Connecticut 06108

Glenn Heimer Walter F. Horn
Kilkeary, Scott, and Associates, Inc. Aircraft Certification Office, ACE
1745 Jefferson Davis Highway, #506 Federal Aviation Administration
Arlington, Virginia 22202 2300 East Devon (Room 232)

Des Plaines, Illinois 60018

Leonard 0. Hendry
Beech Aircraft Corporation Chung C. Hsieh
P. 0. Box 85 FAA, New England Region9709 E. Central, M/S90-E14 12 New England Executive Park
Wichita, Kansas Burlington, MA 01803

Richard Hess Gene Huettner
Sperry Flight Systems FAA, Flight Standards
2111 N 19th Avenue Aircraft Evaluation GroupMail Stop 22D3 4340 Donald Douglas Drive

Phoenix, Arizona 85036 Long Beach, CA 90808

Bill Hillman Gary E. HughesLockheed-Burbank American Airlines
BulokdBuan 65,DetMaintenance & Engineering CenterBuilding 65, Dept 69-13, Plant A-i P.O. Box 582809

P.O. Box 551 P.O ox58-2809
Burbank, California 91520 Tulsa, Oklahoma 64158-2809

Peter Holst Jim Husband

DOT, FAA, ANM-464H FAA, Seattle Aircraft Certif. Office17900 Pacific Highway South, C-68966 ANM-1308
Seatte aichighway So , -17900 Pacific Highway South, C68966
Seattle, Washington 98168 Seattle, WA 98168

Gregory Holt Sab Ifune
DOT, FAA, ANM-113 Electrical Engineer
17900 Pacific Highway South, C-68966 Litton ADP
Seattle, Washington 98168 6101 Condon Drive

Moorpark, California 93201
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George W. Imhof Harvey Kanemoto

ECAC/IITRI Boeing Commercial Airplane Company

185 Admiral Cochrane Drive P.O. Box 3707, M/S 0T-15

Annapolis, Maryland 21401 Seattle, WA 98124-2207

Robert S. Jacobson Curt Keedy
FAA Headquarters

Honeywell Inc. Spectrum Engr. Div., AES-500
Box 21111 800 Independence Ave., S.W.
Phoenix, Arizona 85036 Washington, DC 20591

Kris Jankowski Chris Kendall
Chandler Evans Company, Inc. FAA/EMC Consultant
Charter Oak Blvd., Box 10651 5473A Clouds Rest
West Hartford, CT 06110-0651 Mariposa, California 95338

James V. Johncox Leroy A. Keith
Boeing Military Airplane Company Federal Aviation Administration
P.O. Box 3707, Mailstop 911-51 Northwest Mt. Region Hdqs., ANM-100
Seattle, WA 98124-2207 17900 Pacific Highway South, C-68966

Seattle, Washington 98168

Lee A. Johnson
Flight Control Hardware Manager Dick Kirsch
Rockwell International Technical Analysis Branch, AWS-120
400 Collins Road, NE Federal Aviation Administration
Cedar Rapids, Iowa 52498 800 Independence Avenue, SW

Washington, D.C. 20591

Wesley R. Johnson
Boeing Military Airplane Company Werner Kleine-Beek
P.O. Box 7730, Mallstop K75-66 Certification Engineer Avionics
3801 So. Oliver Dipl-Ing, Luftfahrt-Bundesamt
Wichita, KS 67210 Federal Office of Civil Aeronautics

3300 Braunschweig
S LrJFlughafen, Germany
* Larry Jones

Lockheed-Burbank
Building 65, Dept. 69-10, Plant A-I Charles H. King
P.O. Box 551 The Boeing Company
Burbank, California 91520 27030 40th Avenue South

Kent, Washington 98032

* Keith M. Kalanquin
Boeing Commercial Airplane Co. Henry Knoller, P.E.
P.O. Box 3707, M/S 0T-15 Electromagnetic Environmental Effects
Seattle, Washington 98124 Lockheed California Company

Burbank, California 91520-6907
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Ronald Lane W. Lyloc
Naval Air Development Center Rockwell Collins
Jacksonville & Street Roads Commercial Avionics FCS
Code 7053 Cedar Rapids, IA 53404
Warminster, PA 18974

Gerald Mack
Richard J. Lapointe Federal Aviation Administration
Hamilton Standard 1075 Inner Loop Road
Mailstop 9-2-35 College Park
Windsor Lock, CT 06096 Atlanta, Georgia 30337

William E. Larsen Gerald J. Markey
DOT/FAA, Engineering & Development Office Manager, Spectrum Engineering Division
NASA/Ames Research Center Federal Aviation Administration
Moffett Field, California 94035 800 Independence Avenue, SW

Washington, D.C. 20591

Michel Leclercq
, Office of Airworthiness Roger A. McConnell

Airbus Industrie CK Consultants, Inc.B.P. N. 33 5473A Clouds Rest
0Mariposa CA 95338

31700 Blagnac, France

II David V. Lewis
7220 91st Place SE Jack McDonnell
Mercer Island, Washington 98040 Douglas Aircraft Company

Dept. CI-EBO, Mail Code 36-49
3855 Lakewood Boulevard

Richard Lidicker Long Beach, California 90846

Boeing Commercial Airplane Company
747/767 Electrical System Engineering F. A. McEdward
P. 0. Box 3707, Mailstop OT-07 Senior Engineer
Seattle, WA 98124-2207 The Boeing Company

P.O. Box 3707

Eugene G. Lockhart, Jr. Seattle, Washington 98124

Electronics Engineer
Naval Air Systems Command Walt D. McKerchar, P.E.

,AIR 516F CG, Rm 940 Electro Magnetic Engineering Inc.
Washington, D.C. 20361-5160 Technical Center NW

P.O. Box 1888
Poulsbo, Washington 9830-0269

Charles S. Lovell
FAA/ASW 150
4400 Blue Mound Road Bon F. McLeod
Fort Worth, TX 76101 Allied Bendix

2150 NW 62nd Street
P.O. Box 9327

Karl G. Lovstrand Ft. Lauderdale, Florida 33310
FMV: PROV

* P.O.BOX 13400
S. 58013 LINKOPING
Sweden



James E. McPartland Michael V. Mitchell
Naval Air Development Center Commercial Avionics and Jaeger Products
Code 6012 Thomson-CSF
Warminster, PA 18974-5000 2615 West Casino Road, Suite 5BEverett, Washington 98204

Joseph F. Marshall
FAA, Office of Engineering Technology Neal Molloy
2025 M. Street, N. W. Boeing Commercial Airplane Company
Washington, D.C. 20554 747/767 Flight Systems Technology

P.O.Box 3707, Mailstop 05-18

Jan-Allan Martensson Seattle, WA 98124-2207

Swedish Defence Material Administration
Bergtorpshyen U512571 Alvsio Michael J. Morgan
1257U1 ASperry Corporation
998IUI Flight Systems

2111 North 19th Avenue
Gerry Mason Phoenix, Arizona 85027

John Hopkins Univ.
• Peter Moore

British Aerospace PLO

E. R. Meinert Barnet-By-Pass
Boeing Commercial Airplane Company Hatfield, Herts ALIO 9TL
Mail Stop 98-06, P.O. Box 3707 England
Seattle, Washington 98124

Yves Morier Ingenieur
Kary Miller Bureau Reglementation
Rockwell-Collins Direction Generale De L'Aviation Civile
400 Collins Road Postale 93, boulevard Montpernesse 76270
Mail Stop 106-183 Paris Cidex 06, Vislte 36 rue du Louvre
Cedar Rapids, IA 52498 Parisler, France

Stewart Miller Ric Morton
Federal Aviation Administration Gulfstream Aerospace
17900 Pacific Highway South, C-68966 Mail Stop D-07

* Seattle, Washington 98168 P.O. Box 2206
Savannah, Georgia 31402

John E. Mills Willy Moses
British Airways, Technical Block A (S366) Allied-BendixP.O. Box 10 - Heathrow Airport 2150 NW 62nd Street

* Hounslow - Middlesex TW6 2JA, England P.O. Box 9327
Ft. Lauderdale, Florida 33310

Michael V. Mitchell Philip J. Nistler
Leclercq Produits Jaeger Honeywell Corporation

0 Thomson-CSF/GIFAS P.O. Box 312
31 R. Camille Desmoulins 1625 Zarthan Avenue South
92132 155Y Les Moulineaux, France St. Louis Park, Minnesota 55416
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Harry B. Ogasian Dr. Rodney A. Perala
Senior Electrical Engineer Electro Magentic Applications, Inc.
Hamilton Standard 12557 West Cedar Drive, Suite 250
1101 Kennedy Road, M/S 14-3-4 Lakewood, Colorado 80228-2091
Windsor, Connecticut 06095

Brian L. Perry
Walt Opdenbrouw Civil Aviation Authority
Pratt & Whitney Brabazon House
400 Mail Street Redhill, Surrey RHI ISQ, England
East Hartford, Connecticut

Herb Peters, ANM-173W

Greg Osborne Los Angeles ACO
Bell Helicopter Textron Inc. Federal Aviation Administration
P.O. Box 482 Post Office Box 92007
Fort Worth, TX 75101 Los Angeles, California 90009

Ken Pittman
Sy L. O'Young Program Manager
Boeing Commercial Airplane Company
7J7 Beech Aircraft CorporationS737 EMC/Lightning P.O. Box 85

P.O.Box 3707, Mailstop 79-97 Wichita Kansas 67201

Seattle, WA 98124-2207

Joseph Packingham J. Anderson PlumerJsGroup Leader Lightning Technologies, Inc.

Pan Am World Airways, Inc. 10 Downing Parkway

John F. Kennedy International Airport Pittsfield, MO 01201

Jamaica, New York 11430

Alan R. Porfert

Tonis Paide FAA, Boston Aircraft Certif. Office

Voice of America New England Region, ANE-153

601 0. Street, N.W. 12 New England Executive Park

Room 10311 Burlington, MA 01803
Washington, DC 20547

Tillman Prestwood
Boeing Military Airplane Company

Harry A. Parker P.O. Box 3707, M/S 33-03
Avions Marcel Dassault Seattle, WA 98124-2207
1707 159th Place, NE
Bellevue, WA 98008 Nickolus 0. Rasch

Federal Aviation Administration

Mike Pasion 800 Independence Avenue, SW
Federal Aviation Administration Washington, D.C. 20591

Seattle Aircraft Certification Office
- Propulsion Branch, ANM-1405 A. V. Rasmussen

Seattle, WA 98168 FAA, Systems Branch - 1305

17900 Pacific Highway South
C-68966
Seattle, WA 98168
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Dale R. Reed Michael Russo
Boeing Commercial Airplane Co. Aeronautical Radio Inc.

P. 0. Box 3707, M/S 47-31 2551 Riva Road
Seattle, WA 98124-2207 Annapolis, Md 21401

John E. Reed Richard D. Rowland
Manager, Flight Safety Research Branch Systems Engineer
AviaTion Safety Division, ACT-340, DOT/FAA Ro,.kwe]l International
Atlantic City Airport, New Jersey 08405 400 Collins Road, NE

Cedar Rapids, Iowa 52402

Nq Terry ReesTerryReesStanley C. Safferman
FAA, Seattle Aircraft Certifi. Office Stn Affeman

Systms &Equpmen BrachANM-30S Acting Assistant Air Force Deputy DirectorSystems & Equipment Branch, ANM-130S Department of Defense
17900 Pacific Highway South, C68966 Electromagnetic Compatibility Analysis Center
Seattle, WA 98168 Annapolis, Maryland 21402-1187

Warren G. Richards Jack Sain
U.S. Department of State Aircraft Certification Division, ANE-100

0 CIP/IRC Federal Aviation Administration
Washington, DC 20530 12 New England Executive Park

Burlington, Massachusetts 01803

S Glenn Riley
Bell Helicopter Textron-Texas George K. Sakai
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